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This practical guide provides a bank-neutral and reproducible method for identifying critical or important functions under DORA. It combines a function taxonomy, business impact analysis, information classification, regulatory obligations and dependency mapping, and explains how supporting processes, ICT assets, ICT services and providers can then be linked to the functions.
Scope for workshop participants. This practical guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
Classifying a function as critical or important is a central foundation of ICT risk management. It affects, among other matters, the mapping of supporting ICT assets and ICT services, testing coverage, vulnerability management, strong authentication, business continuity, exit plans and ICT third-party risk management.
DORA does not prescribe a single European function taxonomy. Each bank therefore needs to derive its functions from its own business model and organisation, document the assessment method and apply it consistently. An existing process map, business-service catalogue or product and function model may be used, but should not be equated automatically with the DORA concept of a function.
2 Regulatory background and DORA requirements
Under DORA Article 3(22), a function is critical or important where its disruption would materially impair the financial performance of a financial entity, or the soundness or continuity of its services and activities, or where the discontinued, defective or failed performance of that function would materially impair continuing compliance with the conditions and obligations of authorisation or with other obligations under applicable financial-services law.
DORA Article 4 requires a proportionate application. Article 8 requires financial entities to identify, classify and appropriately document ICT-supported business functions, the information and ICT assets supporting them, and their roles and dependencies. The method must therefore cover both the function itself and its material horizontal and vertical dependencies.
	Term
	Practical distinction

	Function
	A defined part of the business or a supporting function with a clear purpose, outcome, owner and traceable dependencies.

	Critical or important function
	A function meeting at least one of the four impact conditions in DORA Article 3(22). “Critical” and “important” form one DORA category.

	Supporting process
	A process or subprocess needed for the effective performance of a function. It is not automatically a critical or important function itself.

	Supporting ICT asset
	Information, applications, infrastructure, endpoints, networks, locations or other ICT components whose failure or impairment may affect the function.

	Supporting ICT service
	An ICT service provided by an ICT third-party service provider that supports a function or a material part of it.



3 Main implementation efforts
defining a stable function taxonomy that covers the business model, products, services and supporting functions;
combining business impact analyses, information classifications, risk assessments, licensing and regulatory information, and process and asset data;
defining bank-specific materiality criteria for “material impairment”;
identifying dependencies, concentrations and single points of failure across processes, locations, people, data, systems and providers;
documenting individual reasons for both positive and negative classifications;
maintaining mappings after organisational, technical, contractual and regulatory changes.
4 Interpretation and practical approach
4.1 Governance and data foundation
The bank should appoint a method owner, function owners and clear approval authorities. Risk management, business continuity, information security, ICT, business teams, compliance, legal and third-party management contribute different information that needs to be reconciled. The final classification should not be copied from a technical score or an existing BIA category alone.
Recommendation 1. Define one method, the roles, approvals, data sources and evidence requirements. Use the same function taxonomy across ICT risk management, the testing programme, the register of information, business continuity and third-party oversight.
4.2 Phase 1: Define the function universe
Start from a complete universe of functions. It should cover customer- and market-facing activities as well as internal supporting functions. The level of detail must allow different impacts and dependencies to be assessed, while remaining stable enough to serve as a reference over time and across systems.
	Assessment question
	Expected output

	What service or outcome does the function produce?
	Clear description and boundary of the function.

	Who owns the function and who uses its output?
	Function owner, users and affected stakeholders.

	Which products, clients or regulated activities are involved?
	Business and authorisation linkage.

	Which processes and resources support it?
	Initial dependency map.

	Is the function distributed across group or shared-service arrangements?
	Local and group responsibilities.



Recommendation 2. Document functions independently of a particular tool or process model. Use durable identifiers and do not automatically treat an existing process hierarchy as the DORA function taxonomy without substantive review.
4.3 Phase 2: Select candidate critical or important functions
A preselection reduces effort but does not replace the decision under Article 3(22). Useful indicators include high or very high BIA impact, short maximum tolerable downtime, high information sensitivity, material earnings or liquidity effects, large client impact, authorisation relevance and significant internal or external dependencies.
	Data source
	Useful indicator
	Limitation

	Business impact analysis
	Time criticality, loss development, recovery objectives and minimum resources.
	Often focuses mainly on availability; integrity, confidentiality and regulatory effects need separate consideration.

	Information classification
	Effects of a loss of confidentiality, integrity, authenticity or availability.
	A highly sensitive asset does not automatically make the entire function critical or important.

	Licence and regulatory inventory
	Authorisation conditions, regulated activities and continuing obligations.
	Not every regulatory obligation produces material impairment in every disruption.

	Financial and business metrics
	Revenue, liquidity, capital, transaction volume, clients and market position.
	Thresholds must be bank-specific, consistent and explainable.

	Dependency and concentration data
	Single points of failure, shared platforms, locations, key people and providers.
	Dependency alone does not replace the impact assessment.



Recommendation 3. Use several data sources and consolidate them into a candidate list. Record the selection rules, thresholds, assumptions, data date and known data gaps.
4.4 Phase 3: Decide against DORA Article 3(22)
Make an individual decision for each candidate function. One positive condition is sufficient. Consider expected duration and reach, affected clients and counterparties, financial effect, substitutability, data impact, regulatory consequences and dependencies.
	Decision question
	Examples of evidence

	Would disruption materially impair financial performance?
	Revenue or loss effect, liquidity, capital, payment flows and high recovery costs.

	Would disruption materially impair the soundness or continuity of services and activities?
	Unavailable core services, broad client impact, lack of alternatives, market or group dependencies.

	Would discontinued, defective or failed performance materially impair continuing compliance with authorisation conditions or obligations?
	Licence-critical activities, mandatory controls, reporting or settlement capability.

	Would it materially impair other obligations under applicable financial-services law?
	Consumer, market, payments, resolution or other sector-specific obligations.



Recommendation 4. Record reasons for both positive and negative decisions. Avoid blanket classifications based only on a process name, product category, provider or group solution.
4.5 Phase 4: Map supporting elements and dependencies
After the function decision, identify the elements whose failure or impairment may materially affect it. These include processes, data, applications, infrastructure, interfaces, locations, roles, ICT services, direct providers and relevant subcontractors. The assessment must be made from the bank’s perspective; a provider’s classification does not replace it.
Recommendation 5. Capture horizontal and vertical dependencies, shared resources and concentrations. Mark which elements are indispensable, substitutable, redundant or merely supportive.
4.6 Phase 5: Approve, label and use the classification
Store the approved classification in the relevant systems and registers with a stable function identifier, rationale, owner, date, sources and review date. Downstream processes should use the same classification. Conflicting records should be resolved rather than maintained silently in parallel.
Recommendation 6. Link the classification at least to asset management, the ICT risk register, BIA, the testing programme, vulnerability management, access controls, the register of information, contracts and exit plans.
4.7 Review and change triggers
Review the classification regularly and after material changes. Triggers include new or changed products, licences, business models, organisations, processes, ICT architectures, providers, locations, BIA results, major incidents, tests, audits and material changes in the threat landscape.
	Change trigger
	Review focus

	New or changed business activity
	Function taxonomy, authorisation linkage and financial effect.

	Material technical or contractual change
	Dependencies, substitutability, data flows, providers and subcontractors.

	Changed BIA, risk or information classification
	Materiality, downtime and impact.

	Major incident or relevant test finding
	Actual dependencies, thresholds and effectiveness of alternatives.

	Group change, merger or reorganisation
	Local accountability, shared platforms and concentrations.



Recommendation 7. Use a controlled review process with version history. Track unresolved data gaps or disputed classifications as ICT risks or actions rather than closing them through unsupported assumptions.
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