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This guide sets out a bank-neutral vulnerability management approach under DORA. It covers scope, information sources, automated assessments and scans, prioritisation, remediation, patch management, exceptions, ICT third-party providers, responsible disclosure, escalation and metrics. It assumes no particular tool vendor, core-banking platform or shared-provider model.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
Vulnerability management should identify technical and organisational weaknesses early, prioritise them by actual risk, treat them effectively and track them to evidenced closure. It is much more than running a scanning tool: asset coverage, context, root cause, patching, configuration changes, compensating controls, exceptions, providers and hand-offs to incident and risk management must work together.
This guide distinguishes vulnerability management from penetration testing and the general testing programme. Results from those activities feed the process but do not replace ongoing vulnerability handling or treatment of individual findings.
2 Regulatory background and DORA requirements
DORA Article 9 requires appropriate ICT security policies, procedures, protocols and tools. Article 25(1) lists vulnerability assessments and scans among the testing methods for digital operational resilience. The main specification is Article 10 of Commission Delegated Regulation (EU) 2024/1774 on vulnerability and patch management.
Financial entities must develop, document and implement vulnerability management procedures. These include relevant and trusted information sources, automated vulnerability assessments and scans, frequency and scope based on classification and overall ICT-asset risk, treatment by ICT third-party providers, and tracking until remediation or controlled risk treatment.
Automated vulnerability assessments and scans of ICT assets supporting critical or important functions must be performed at least weekly. For other assets, the bank determines frequency and scope according to risk. The minimum frequency does not replace event-driven scanning after critical alerts, material change, new internet exposure or signs of exploitation.
Patch management must be connected to the vulnerability process. Patches and updates should be identified, assessed, tested and deployed within timelines that reflect criticality, asset classification, exposure, exploitability and operational risk. DORA does not set universal day-count targets; the bank must define justified timelines and control exceptions.
3 Main implementation efforts
The largest efforts typically concern:
a complete and current inventory of scannable and non-scannable ICT assets, including cloud, endpoints, networks, applications, interfaces, technical devices and externally operated components;
technical coverage using internal and external, authenticated and unauthenticated, agent- and network-based, application and cloud methods;
safe scanning without unacceptable operational impact;
qualified analysis, false-positive handling and enrichment of technical scores with business context;
clear ownership and realistic remediation targets for operations, development, business owners and providers;
evidence of open, remediated, accepted and recurring vulnerabilities;
contractual information and cooperation duties and assessment of provider or group evidence;
responsible vulnerability disclosure and secure communication.
4 Interpretation and practical approach
4.1 Governance and process
Define an end-to-end process: detect, record, validate, contextualise, prioritise, assign, treat, verify and close. Each step needs an owner, deputy, deadline, escalation and evidence. Information security often coordinates the method; asset and service owners remain accountable for treatment in their area.
	Process step
	Minimum content

	Detect
	Scans, vendor advisories, CERT information, threat intelligence, tests, audits, incidents, researcher and provider notifications.

	Validate
	Asset mapping, version, exposure, technical reproducibility, false-positive assessment and dependencies.

	Prioritise
	Technical severity, exploitability, active exploitation, function, data, internet exposure, privilege and existing controls.

	Treat
	Patch, configuration change, hardening, shutdown, segmentation, access restriction, upgrade or replacement.

	Verify
	Rescan, technical review, sampling or controlled functional test; a status update alone is insufficient.

	Close and learn
	Evidence, residual risk, root cause, recurrence, metrics and architecture or process improvement.



Recommendation 1. Establish a bank-wide vulnerability process with a central population of open findings. Tool tickets should not be closed without documented validation, treatment and evidence of effectiveness.
4.2 Scope and asset coverage
Derive scope from asset management and include internal operation, group services, cloud, externally operated systems, mobile devices, network components, applications, databases, APIs, virtual and container environments, and relevant physical or technical devices. Non-scannable assets are not automatically out of scope; alternative assessments and controls are required.
Unknown or unrecorded assets are a separate risk. Discovery, network observation, cloud inventory, procurement, change management and architecture management should therefore connect to the vulnerability process.
Recommendation 2. Reconcile scan and assessment scope regularly with the asset inventory. Document exclusions, technical limitations and alternative controls; do not assume that a separate network or provider operation automatically means low relevance.
4.3 Scanning strategy and methods
No single method covers all vulnerability types. Network scanning identifies reachable services and misconfiguration; authenticated or agent-based methods provide deeper software, patch and configuration detail; application testing covers web, API and code layers; cloud and container tools assess configuration, images, identities and dependencies. Selection should reflect technology, criticality, exposure and operating model.
	Method
	Suitable use and limitations

	External unauthenticated scan
	External attacker view; important for internet exposure but limited internal depth.

	Internal network scan
	Reachable services, versions and segmentation weaknesses; may be limited by firewalls or credentials.

	Authenticated or agent-based scan
	Deep patch and configuration visibility; requires secure privileges and operational coordination.

	Application and API scan
	Runtime flaws, input validation, authentication and interfaces; manual testing remains necessary.

	Code and dependency analysis
	Internal or commissioned development, libraries, secrets and known component risk; unavailable for some third-party products.

	Cloud, container and configuration review
	Misconfiguration, permissions, images and exposed resources; requires clear tenant and responsibility boundaries.



Recommendation 3. Define a scanning strategy for each asset class, including suitable methods, frequencies, privileges, maintenance windows, stop criteria and evidence. An unauthenticated network scan alone is not universally sufficient.
4.4 Frequency and triggers
The weekly automated assessment requirement for assets supporting critical or important functions is a minimum. Continuous or more frequent monitoring may be appropriate for high exposure, active exploitation, dynamic cloud environments or privileged components. For other assets, derive frequency from classification, risk profile and rate of change.
a new critical vulnerability or confirmed active exploitation;
material change, migration, new version or new internet exposure;
a new or recommissioned asset;
a security incident or suspected compromise;
a new provider, subcontractor or service location;
insufficient or outdated provider evidence.
Recommendation 4. Document minimum frequencies and event-driven triggers. Do not extend intervals for administrative convenience alone, and justify every exception on risk grounds.
4.5 Prioritisation and risk assessment
A technical severity score such as CVSS is only one input. Priority may change materially with active exploitation, public exploit availability, internet exposure, privileged access, function criticality, data sensitivity, scale, compensating controls, recoverability and concentration risk. The same weakness across many assets may create greater aggregate risk than one isolated finding.
Recommendation 5. Use a documented prioritisation method that combines technical scoring with bank-specific context. Record the source, assumptions, decision owner and approval for critical decisions.
4.6 Treatment, patch management and exceptions
Set remediation targets by risk class and consider patch availability, testing effort, operational risk and compensating controls. A vulnerability is not remediated merely because a patch was downloaded. Controlled approval, installation, functional checking and verification are required. Where a patch is unavailable or cannot be deployed in time, consider hardening, segmentation, access restriction, enhanced monitoring, shutdown or replacement.
Exceptions and risk acceptance should be time-limited and include a named risk owner, rationale, compensating controls, monitoring, next review date and approval proportionate to the risk. Repeated extensions should be escalated. An open-ended exception is not an adequate closure state.
Recommendation 6. Define risk-based remediation objectives and a formal exception process. Verify technical effectiveness after implementation and escalate overdue, recurring or non-patchable findings.
4.7 ICT third-party providers and group services
The bank should verify that ICT third-party providers identify, investigate, determine root cause, remediate and report vulnerabilities related to the services they provide. A provider report does not replace assessment of the bank’s own impact. Scope must cover the service, tenant, locations, interfaces and material subcontractors relevant to the bank.
	Review question
	Expected evidence

	Which assets and services were covered?
	Service, tenant, region, version and interface scope.

	How current and deep was the assessment?
	Period, method, frequency, authentication, exclusions and technical limits.

	Which findings affect the bank?
	Impact, priority, workaround, patch or action status and target date.

	How are subcontractors covered?
	Responsibility, information flow, escalation and relevant supply-chain assurance.

	How is remediation confirmed?
	Rescan, independent review, reliable closure evidence and residual risk.



Recommendation 7. Agree sufficient information, cooperation and evidence duties. Where transparency is insufficient, supplement provider assurance with bank controls, coordinated testing or documented risk treatment.
4.8 Hand-off to incident and risk management
Evidence that a vulnerability has been exploited, or of unauthorised access, malware, data change or service impact, should be handed to ICT incident management immediately. An unexploited but overdue or systemic vulnerability may need to be recorded and escalated as ICT risk. Clear hand-off criteria prevent significant issues being closed in a technical queue.
Recommendation 8. Define mandatory hand-offs to incident management, cyber-threat analysis, change management, problem management and ICT risk management. Preserve one coherent event and evidence trail.
4.9 Responsible disclosure and communication
Provide a secure channel for reports from researchers, customers, partners and providers. The process should cover intake, acknowledgement, triage, protection of sensitive information, coordination with vendors and providers, remediation, publication decisions and closure. Public communication should not provide unnecessary exploitable detail and should align with incident, legal and communication processes.
Recommendation 9. Publish a concise responsible-disclosure or vulnerability-disclosure policy with a secure contact route. Decide on external communication based on affected parties, sensitivity, exploitation risk and protective action.
4.10 Metrics and quality control
	Metric or statement
	Practical purpose

	Asset and scan coverage
	Shows unknown, excluded or technically unassessed assets.

	Open findings by risk and age
	Makes critical and overdue vulnerability visible.

	Time to validate and remediate
	Measures response and implementation by risk class.

	Exceptions and repeated extensions
	Shows structural technical or organisational blockers.

	Recurring vulnerabilities and causes
	Drives improvement in architecture, development, hardening and operations.

	Provider coverage and assurance gaps
	Shows risk in externally operated and group services.

	Verification and rescan rate
	Evidence that reported remediation is technically effective.



Recommendation 10. Do not report only the number of vulnerabilities found. Present coverage, age, risk, causes, remediation effectiveness, exceptions, provider gaps and trends together.
4.11 Practical implementation
Validate the asset inventory, criticality and ownership.
Define information sources, scanning methods and frequencies.
Establish finding and prioritisation methods, including false-positive review.
Set remediation objectives, patching, exceptions and escalation.
Integrate provider and group requirements contractually and operationally.
Define hand-offs to incident, risk, change and communication processes.
Establish metrics, quality assurance and regular effectiveness review.
Legal sources and interpretive guidance
1. Regulation (EU) 2022/2554 (DORA), particularly Articles 9, 24 and 25.
2. Commission Delegated Regulation (EU) 2024/1774, particularly Articles 10 and 16.
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