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This guide explains how a bank can establish, document, oversee and improve the ICT risk management framework under DORA. It covers governance, the control function, role segregation, risk methodology, reporting, review and resources. It does not prescribe a particular organisational or process model; the German BaFin perspective is included only as clearly labelled interpretive guidance.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
DORA places ICT risk management at the centre of digital operational resilience. The framework forms part of overall risk management and connects governance, strategy, functions, ICT assets, protection, detection, response, recovery, learning, communication, testing and ICT third-party risk. This guide addresses the key organisational and methodological choices without prescribing a particular organisational chart or three-lines structure.
DORA does not require titles such as information-security officer, business-continuity officer or central outsourcing officer. A bank may develop existing roles or create new responsibilities, but duties, decision rights, independence, deputies and interfaces must be explicit.
2 Regulatory background and DORA requirements
Under DORA Article 5, the management body bears ultimate responsibility for ICT risk. It assigns clear roles, approves and oversees the main arrangements, determines risk tolerance, provides resources and keeps its knowledge current. Article 6 requires a sound, comprehensive and well-documented ICT risk management framework as part of the overall risk management system.
The framework includes at least strategies, policies, procedures, ICT protocols and tools. Articles 7 to 15 cover ICT systems and tools, identification, protection and prevention, detection, response and recovery, backup and restoration, learning and evolution, and communication. Chapters IV and V add digital operational resilience testing and ICT third-party risk management.
Commission Delegated Regulation (EU) 2024/1774 specifies tools, methods, processes and policies. It covers governance, ICT security policies, asset management, encryption, vulnerability and patch management, logging, network and infrastructure security, project and change management, physical security, business continuity, response and recovery plans, and the report on review of the ICT risk management framework.
2.1 ICT risk control function
DORA Article 6(4) requires responsibility for managing and overseeing ICT risk to be assigned to a control function with an appropriate level of independence. ICT risk management functions, control functions and internal audit functions must be appropriately segregated and independent in accordance with the three-lines model or another internal risk management and control model. Actual duties and conflicts matter more than the title of the function.
Operational owners remain responsible for identifying, assessing and treating risks in their systems, services, processes and business areas. The control function sets methods and minimum standards, oversees their use, challenges results, consolidates the risk view and reports independently. Internal audit assesses the framework and its effectiveness independently from both operation and ongoing control.
2.2 Other governance functions
DORA Article 5(3) requires financial entities other than microenterprises to establish a function to monitor ICT third-party arrangements or appoint a member of senior management. Business continuity, incident management, data protection, compliance, information security, ICT operations and business owners must also be clearly involved. DORA does not prescribe one fixed allocation among those functions.
2.3 Review and report
Under DORA Article 6(5), the ICT risk management framework must be reviewed and documented at least annually, following major ICT-related incidents, and following relevant supervisory instructions or conclusions from testing or audits. The competent authority may request a report on that review. Article 27 of Delegated Regulation (EU) 2024/1774 specifies minimum content.
3 Main implementation efforts
The largest efforts typically concern:
clear allocation of roles, responsibilities, decision rights, deputies and escalation routes;
bringing risk, information security, continuity, incident, testing and third-party processes into one coherent ICT risk view;
linking functions and business services to information, ICT assets, locations, dependencies and providers;
a consistent method for risk identification, assessment, treatment, acceptance, monitoring and reporting;
regular collection and challenge of information from operations, control functions, audits, tests, incidents and providers;
a documented annual and event-driven review of the framework and follow-up of improvement actions;
sufficient qualified resources and effective deputy arrangements, particularly in smaller or highly outsourced organisations.
4 Interpretation and practical approach
4.1 Target operating model and governance
Design the target model from the required responsibilities rather than existing job titles. For each activity, identify who performs, decides, controls, is informed and acts as deputy. Combined roles are possible where conflicts are prevented, control independence is maintained and resources are realistic.
	Role or function
	Bank-neutral core responsibility

	Management body
	Overall responsibility, strategy, risk tolerance, approvals, resources, oversight and escalation.

	Operational owners
	Identify, assess, treat and evidence risk in their systems, services and processes.

	ICT risk control function
	Set methodology, oversee application, challenge results, consolidate the overall view and report independently.

	Information security
	Security objectives, policies, safeguards, monitoring and specialist advice; part of or partner to the control function depending on the model.

	Business continuity / crisis management
	Coordinate BIA, continuity, response and recovery planning and exercises.

	ICT third-party oversight
	Oversee the lifecycle of ICT arrangements, risk, the register, performance, changes and exit.

	Internal audit
	Independent assurance over governance, design and effectiveness; no operational or ongoing-control ownership.



Recommendation 1. Create a bank-wide responsibility matrix for all DORA topics. Define roles, deputies, decision rights, escalation routes and interfaces; do not import a German or group-specific role model without testing its suitability.
4.2 Designing the ICT risk control function
The control function may sit within an existing independent risk, information-security or compliance function if its mandate covers the full ICT risk perimeter. Combining roles must not allow the same function to create operational risk, implement controls and then assess its own work. Compact models are possible in smaller banks; documented conflict checks, independent approval and external quality support then become more important.
Recommendation 2. Document the mandate, reporting line, access to information, challenge rights and escalation rights of the ICT risk control function. A committee may coordinate but does not replace an accountable control function.
4.3 German supervisory perspective as non-binding guidance
In implementation guidance dated 8 July 2024, BaFin stated that the ICT risk control function resembles the German information-security officer in position and independence but is not identical. Developing an existing information-security function may be sensible where it actually assumes responsibility for managing and overseeing the full ICT risk perimeter. This is a German supervisory view, not part of DORA and not binding outside German supervision. Its useful lesson is that functional capability matters more than the job title.
4.4 Components and documentation architecture
The ICT risk management framework is not one document. It is the organised set of strategy, policies, procedures, roles, inventories, risk data, controls, reports and evidence. A central framework description should explain how the components fit together, which documents are binding, who approves them and how changes are controlled.
	Framework element
	Expected documentation or evidence

	Governance and strategy
	Digital operational resilience strategy, risk tolerance, roles, committees, approvals, resources and training.

	Identification
	Functions, services, information and ICT assets, owners, dependencies, locations and providers.

	Protection and prevention
	Security policies, access, encryption, networks, vulnerabilities, patching, projects, changes and physical security.

	Detection
	Logging, monitoring, anomaly detection, alerting, thresholds and hand-offs.

	Response and recovery
	Incident management, crisis organisation, continuity, response, recovery, backup and communication plans.

	Learning and evolution
	Root-cause analysis, tests, audits, lessons learned, actions, residual risk and management decisions.

	ICT third-party risk
	Strategy, due diligence, contracts, register, monitoring, concentration, subcontracting and exit plans.



Recommendation 3. Maintain a central framework description and document inventory. Map each DORA requirement to its document, process, owner, control evidence and review cycle.
4.5 Functions, assets and dependencies
A reliable risk assessment requires functions and business services to be linked to supporting information and ICT assets, people, locations, interfaces, data flows and ICT third-party providers. Group and cloud solutions should be recorded as actual service, location and dependency structures rather than provider names only. Criticality and protection needs must be traceable and updateable when change occurs.
Recommendation 4. Reuse existing inventories and process models where they fully capture the DORA view. Avoid a parallel register where the same keys, owners and dependencies can be maintained in one consistent data model.
4.6 Consistent ICT risk methodology
The method should connect risk sources, threats, vulnerabilities, events, impacts and existing controls. Scales, tolerance levels, acceptance authorities and escalation thresholds must align with overall risk management. Financial measures alone are insufficient; availability, authenticity, integrity, confidentiality, regulatory obligations, customer impact, market effects and recoverability also matter.
The ICT risk register should include risk from internal operation, change, legacy systems, cyber threats, vulnerabilities, continuity, incidents, tests, providers and concentration. Risk owners remain responsible for assessment and treatment. The control function challenges, oversees and escalates without taking over operational ownership.
Recommendation 5. Use one ICT risk register or a technically linked consolidated view. Define minimum data, scoring logic, treatment options, acceptance authority, deadlines and criteria for overdue or recurring risk.
4.7 Policies, controls and evidence
DORA specifies content, not necessarily the number of separate policies. Topics may be grouped where responsibilities, requirements and evidence remain clear. Policies should be implemented through operational procedures and controls. The control function oversees adequacy and application; internal audit assesses the framework independently.
Recommendation 6. Link every policy requirement to concrete controls and evidence. Avoid self-review: the person performing an operational measure should not be the sole assessor of its effectiveness.
4.8 Reporting
Reporting should enable decisions rather than list activity. It should give the management body a coherent view of risk profile, tolerance breaches, incidents, testing and audit findings, vulnerabilities, legacy systems, provider and concentration risk, actions, residual risk and resources. Operational contributors retain responsibility for their content; the control function consolidates and challenges it.
	Reporting layer
	Practical content

	Ongoing steering
	Material new risk, tolerance breaches, critical actions, incidents and escalation.

	Periodic management report
	Risk profile, trends, metrics, controls, tests, audits, providers, actions and resources.

	Annual framework review
	Completeness, adequacy, effectiveness, changes, incidents, assurance, improvement plan and management decision.

	Report on authority request
	Content required by Article 27 of Delegated Regulation (EU) 2024/1774, current and supported by evidence.



Recommendation 7. Develop a modular reporting core that feeds ongoing, annual and on-request reports. Avoid conflicting parallel reports and preserve the accountability of contributing functions.
4.9 Annual and event-driven review
The annual review is more than document maintenance. It should determine whether governance, methodology, inventories, controls, resources and interfaces work in practice. Event-driven review is particularly relevant after major incidents, material change, new technology, significant testing or audit findings and supervisory instructions.
	Review area
	Key questions

	Governance
	Are mandates, independence, deputies and escalation effective?

	Risk view
	Are functions, assets, dependencies and material risks complete and current?

	Controls
	Is the effectiveness of protection, detection, response and recovery evidenced?

	Learning
	Have incidents, tests, audits, vulnerabilities and complaints led to improvement?

	Third parties
	Are contracts, the register, subcontracting, concentration and exit plans adequate?

	Resources
	Are skills, capacity, budget, deputies and technical support sufficient?



Recommendation 8. Document the annual review as a decision paper with findings, causes, actions, owners, due dates and residual risk. Update the framework following material triggers, not only by calendar.
4.10 Committees, deputies and resources
An ICT risk committee can consolidate information, align priorities and escalate conflicts. It does not replace the management body or the independent control function. Deputies must be competent, available and free from incompatible operational duties. Generic percentage or headcount estimates are not reliable; the need depends on business model, complexity, asset and provider population, internal development, outsourcing, risk and incident exposure, and process maturity.
Recommendation 9. Derive resources from a documented task and volume model. Include business-as-usual, peaks, incidents, projects, deputy coverage, training and external support; do not adopt external staffing ratios without validating their transferability.
4.11 Phased implementation
Clarify mandates, roles and conflicts of interest.
Connect functions, assets, dependencies and providers.
Harmonise risk methodology, tolerance and acceptance authority.
Map policies, procedures, controls and evidence.
Build reporting and escalation routes.
Perform the first complete framework review and prioritise actions.
Continue to test, audit and improve the framework through incident learning.
Recommendation 10. Treat the ICT risk management framework as a permanent steering system. A one-off collection of documents does not meet the purpose of DORA.
Legal sources and interpretive guidance
1. Regulation (EU) 2022/2554 (DORA), particularly Articles 5-15, 24-30 and 45.
2. Commission Delegated Regulation (EU) 2024/1774 on ICT risk management tools, methods, processes and policies, particularly Articles 2-27.
3. BaFin, “Hinweise zur Umsetzung von DORA im IKT-Risikomanagement und IKT-Drittparteienrisikomanagement”, 8 July 2024 - included only as clearly labelled German interpretive guidance.
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