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This guide explains how a bank can establish, govern and evidence a risk-based digital operational resilience testing programme. It covers governance, risk-based planning, test environments, findings, third-party arrangements and the twelve testing methods listed in DORA. A separate annex provides a bank-neutral working template for the programme.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
Digital operational resilience testing should demonstrate whether prevention, detection, response and recovery work under realistic conditions. The programme therefore brings together technical assessments, process and scenario tests, physical-security reviews and the remediation of resulting findings.
The testing programme does not replace vulnerability management, change and release testing, business-continuity exercises, ICT incident management or internal audit. It should, however, provide a coherent view of the testing activities and show which risks and objectives are covered by which evidence.
2 Regulatory background and requirements
DORA Articles 24-27 govern digital operational resilience testing. Financial entities other than microenterprises must establish, maintain and review a sound and comprehensive programme as part of the ICT risk-management framework. Planning is risk-based. Tests are performed by independent internal or external parties, and findings must be prioritised, classified, remediated and tracked.
All ICT systems and applications supporting critical or important functions must undergo appropriate testing at least yearly. This does not mean that every one of the twelve methods must be applied to every system each year. Selection, breadth and depth depend on risk, criticality, technology, change, threat exposure and previous results.
2.1 Purpose and scope
The programme should evidence the bank’s actual resilience. It is therefore not limited to technology developed or operated in-house. Systems, applications and services operated by a parent, group entity, shared-service provider, cloud provider or another ICT third party must be included in the coverage decision where they support the bank.
A provider report may be suitable evidence, but it does not automatically replace the bank’s assessment. The relevant service, period, method, independence, exclusions, findings and impact on the bank must be clear.
2.2 Annual coverage and proportionality
The annual requirement concerns appropriate testing of all systems and applications supporting critical or important functions. For other test objects, the bank determines risk-based frequencies. A multi-year horizon is useful for management, but it is not a blanket statutory three-year cycle for all other systems.
The microenterprise provisions require separate assessment. They do not remove testing altogether; they permit a more simplified and resource-proportionate approach. The participating banks will normally need to apply the full programme requirement, but each institution should confirm this against the applicable definitions.
2.3 Relationship with existing assurance activities
Existing tests may be credited where they genuinely meet the relevant objective and produce sufficient evidence. Examples include change and acceptance tests, vulnerability scans, recovery tests, continuity exercises, provider tests and technical control checks. A reference to a process without scope, result and evidence is not sufficient.
Internal audit and other independent assurance remain separate from operational testing. They may use programme results but retain their own risk-based planning and independence.
3 Main implementation efforts
The main implementation efforts concern:
reliably linking critical or important functions to business services, ICT assets, applications, data, locations, providers and supply chains;
selecting suitable methods and frequencies for different technologies, operating models and risk profiles;
coordinating in-house, group and external-provider activities and obtaining suitable test evidence;
providing safe test data and environments and controlling unavoidable testing in production;
ensuring sufficient tester competence and independence;
bringing existing tests together without duplication or evidence gaps;
prioritising, remediating, risk-treating and retesting findings, including overdue actions.
4 Interpretation and practical approach
4.1 Governance and responsibilities
The bank should operate the programme as a bank-wide management process. Operational ownership sits with system, application and service owners. Information security and ICT risk management coordinate the methodology and consolidated view. Where a three-lines model is used, the independent risk-control function challenges adequacy and monitors execution; internal audit remains separate.
	Role
	Core responsibility

	Management body or accountable senior management
	Set the framework, risk tolerance, major priorities and escalation expectations; remain informed of material gaps.

	Programme owner
	Maintain the overall plan, methodology, completeness, calendar, reporting and follow-up.

	System, application or service owner
	Define objectives and scope, provide resources, implement remediation and retain evidence.

	Information security / ICT risk management
	Support risk-based selection, minimum standards, consolidation and specialist oversight.

	Tester
	Plan, execute and document testing independently and competently; protect sensitive information.

	Internal audit
	Provide independent assurance over governance, design and effectiveness; do not replace operational testing.



Independence should be calibrated to the method. A person should not simply approve their own work. For a code review, a qualified reviewer who was not the author or release approver may be sufficient; penetration testing or conflict-sensitive work will normally require stronger organisational separation or an external tester.
Recommendation 1. Define a programme owner and deputy, clear approval and escalation routes, and method-specific criteria for competence and independence.
4.2 Risk-based planning and scope
Planning starts with the function and service inventory, ICT asset and application inventory, BIA, ICT risk assessment, threat landscape, changes, incidents, vulnerabilities, legacy systems and provider dependencies. It should follow the complete business service and not stop at organisational or contractual boundaries.
	Planning factor
	Typical effect on testing breadth or depth

	Critical or important function
	Appropriate annual coverage with emphasis on availability, integrity, recovery and end-to-end impact.

	Internet exposure or privileged access
	Stronger security, configuration, vulnerability and penetration testing.

	Material change or migration
	Compatibility, performance, security, recovery and acceptance testing before or promptly after deployment.

	Legacy or end-of-support technology
	Closer monitoring, configuration and vulnerability testing, and compensating controls.

	High provider or concentration dependency
	Provider evidence, coordinated tests, end-to-end coverage and outage scenarios.

	Repeated findings or incidents
	Shorter frequency, deeper scope, root-cause review and mandatory retesting.



The bank may plan on a rolling multi-year horizon but should approve a binding annual detailed plan. Deferral or cancellation requires documented justification, equivalent coverage or formal risk treatment.
Recommendation 2. For each test object, record the objective, risk, frequency, method, scope, dependencies and evidence. Update the annual plan during the year when threats, technology or risk materially change.
4.3 Programme register and evidence
The programme should be maintained as one central register or as a controlled consolidation of linked registers. Decentralised execution is possible if the bank can produce a complete view at any time.
	Required field
	Content

	Test ID and object
	Unique identifier; system, application, service, process, location or service bundle.

	Function and risk link
	Supported functions, criticality, data sensitivity, exposure and major dependencies.

	Objective and method
	Control objectives, selected methods and rationale for suitability.

	Scope and exclusions
	Technical, organisational and time boundaries; systems, data, locations and providers.

	Tester and independence
	Internal or external party, competence, conflicts and approvals.

	Plan and execution
	Planned and actual date, environment, safeguards and status.

	Result and findings
	Assessment, severity, cause, affected risks and required action.

	Remediation and retest
	Owner, due date, risk acceptance, closure evidence and retesting.



A generic reference to another process is sufficient only where the population, method, execution, result, findings and actions can be located through that reference. Annex 1 provides a consistent working template.
Recommendation 3. Maintain one reconstructable view of the testing programme. References to other systems are acceptable only where they remain unique, accessible and audit-ready.
4.4 Test environments and production testing
Development, test and other non-production environments should normally be separated from production, including accounts, data and connections. Test data must be protected, and live personal or confidential data should be used only on a sound legal and security basis.
Production testing may be necessary where only the live environment can provide a realistic result, for example for certain end-to-end, failover, security or penetration tests. Such testing should be identified, justified, time-limited and approved by the accountable function. The bank should define the window, monitoring, stop conditions, rollback, backup, emergency contacts, provider coordination and notification of affected functions.
Recommendation 4. Use a mandatory production-testing approval process with a risk assessment, safeguards, abort criteria, recovery plan and documented post-test review.
4.5 Findings, remediation and risk treatment
Findings should be prioritised and classified using consistent criteria. The assessment should consider technical severity, exploitable exposure, affected data, supported functions, possible customer impact, recurrence and compensating controls.
Each finding needs an owner, target date and closure evidence. Risk acceptance requires a reasoned decision by an authorised body, a validity period and, where necessary, additional controls. Critical findings and uncertain remediation should be retested. Repeated or overdue issues should be escalated and fed back into the ICT risk-management framework.
Recommendation 5. Treat a test as complete only when the result is assessed, findings have owners and deadlines, and any retest or risk decision is documented.
4.6 Third-party, group and shared-platform arrangements
The bank should not exclude externally operated systems and applications solely because of the operating model. It may rely on tests performed by a parent, group provider or ICT third party where they are suitable. For services supporting critical or important functions, check whether the provider covered the relevant components, configuration, interfaces, locations and supply chain.
	Question for provider evidence
	Expected evidence

	Is the bank or its service in scope?
	Systems, tenants, regions, interfaces and excluded areas are identifiable.

	Is the evidence current and methodologically suitable?
	Date, period, method, depth and environment are documented.

	Was the tester sufficiently independent and competent?
	Role, qualifications, organisational separation or external engagement are clear.

	Are findings and residual risks transparent?
	At least a summary, severity, open actions, due dates and relevant limitations.

	Is the impact on the bank demonstrated?
	Bank assessment, supplementary controls, end-to-end testing or documented gap treatment.



Coordinated or pooled testing can be efficient for shared platforms. It does not remove the bank’s need to assess its own configuration, data flows, entitlements, business processes and residual gaps. Contractual and access rights should support reasonable participation, information and evidence.
Recommendation 6. For each externally operated test object, define which provider evidence is acceptable, what bank-side assessment is required and which gaps need own or coordinated testing.
4.7 Interpretation of the testing methods
The twelve methods are not a rigid checklist to be applied in full to every object. The bank selects an appropriate combination and records the risk and control objective covered by each method.
4.7.1 Vulnerability assessments and scans
Automated and manual testing identifies technical vulnerabilities, misconfiguration and outdated components. Scope should consider internal and external attack surfaces, cloud resources and relevant provider components. Authenticated scans, manual validation and retesting after remediation improve assurance. Results may be referenced from vulnerability management but must remain traceable in the programme.
4.7.2 Open-source analyses
The term is not defined in detail by the regulation, so the bank should define the purpose. Depending on risk, it may cover analysis of publicly available information about the external attack surface and threat landscape, or analysis of open-source components, dependencies, known vulnerabilities and licence risk. The choice should be tied to a specific objective.
4.7.3 Network security assessments
These assessments examine architecture, segmentation, firewall and access rules, exposed services, remote access, wireless networks, administrative paths and monitoring. Relevant networks should be covered whether operated in-house, by a group, by a provider or in the cloud. Provider reports need to be checked against the bank-specific configuration.
4.7.4 Gap analyses
Gap analyses compare the current state with legal requirements, internal policies or recognised standards. They are useful for governance, identity management, logging, hardening, backup and recovery. Documentary review alone does not prove technical effectiveness; higher-risk conclusions should be supported by operational evidence or testing.
4.7.5 Physical security reviews
Scope may include data centres, server and equipment rooms, network distribution areas, archives and work areas containing critical assets. Access, visitor control, power, cooling, fire, water, tamper protection and maintenance should be considered. For outsourced locations, certificates and assurance reports may be used, but the bank should evaluate the relevant scope.
4.7.6 Questionnaires and software-based scanning
Questionnaires support structured self-assessment of configuration, patching, access, exposure and safeguards. Software-based scans provide technical evidence. Questionnaires should not replace verification where risk requires it. Legacy systems often require both, together with compensating controls.
4.7.7 Source-code reviews, where feasible
Source-code review is particularly relevant for in-house development, bespoke software, critical changes and accessible commissioned code. It may include manual review, static analysis and dependency and secret scanning. For packaged software or SaaS without source access, assess provider evidence, secure-development practices, independent assurance and technical tests of the delivered service.
4.7.8 Scenario-based testing
Scenario tests examine response and recovery under plausible disruption, such as ransomware, data manipulation, provider outage, loss of privileged access or combined site and communication failure. Tabletop exercises, technical simulations and integrated exercises are possible. Incident or continuity exercises may be credited where scope, objectives and results are appropriately evidenced.
4.7.9 Compatibility testing
Compatibility testing examines interaction across applications, operating systems, browsers, interfaces, data formats, devices and recovery platforms. It is especially relevant to upgrades, migrations, new network components and changed provider services. Change and release evidence may be used where it captures the bank-relevant end-to-end scope.
4.7.10 Performance testing
Performance, load, stress, volume, endurance and scalability tests assess capacity and response under peaks, faults and recovery. Provider service-level reports are useful but may not evidence the complete business service. Volume, growth and dependency assumptions should be documented.
4.7.11 End-to-end testing
End-to-end testing follows a business service from trigger to business outcome across applications, interfaces, providers and manual steps. It checks not only connectivity but data integrity, transaction or processing outcome, access, error handling and recovery. Provider component tests alone will not normally prove the full view.
4.7.12 Penetration testing
Penetration testing uses controlled simulated attacks against defined systems, applications or networks. Scope, rules, approvals, window, data protection, stop and recovery arrangements should be agreed in advance. Testing should be risk-based, sufficiently independent and performed by qualified people. Findings require remediation and risk-based retesting. An ordinary penetration test is not a TLPT.
Recommendation 7. Maintain a concise internal interpretation for each method, including typical use cases, minimum evidence, independence expectations and boundaries with other testing.
4.8 Boundary with threat-led penetration testing
TLPT is a specific form of advanced testing and goes beyond the general programme. DORA Article 26 generally requires financial entities selected by their competent authorities to perform threat-led penetration tests on live production systems at least every three years; the competent authority may adjust the frequency in light of the risk profile and operational circumstances. Scope covers several or all critical or important functions and may include ICT third-party providers.
TLPT has specific requirements for scoping, supervisory engagement, threat intelligence, red-teaming, testers, risk controls, results and remediation. Commission Delegated Regulation (EU) 2025/1190 specifies these requirements. This guide therefore does not replace a TLPT-specific methodology.
Recommendation 8. Determine early whether the bank is likely to be selected for TLPT and prepare contractual rights, provider participation, internal resources and safeguards separately from the general test calendar.
4.9 Reporting, metrics and annual review
The programme owner should produce a consolidated view regularly. Reporting should distinguish test execution, coverage, findings and actual risk reduction.
	Metric or statement
	Practical purpose

	Coverage of critical or important systems
	Evidence annual appropriate coverage and show justified gaps.

	Plan completion and overdue tests
	Manage delay, resource constraint and unjustified deferral.

	Findings by severity and age
	Identify critical, repeated or structurally overdue risk.

	Retest and closure rate
	Show whether remediation is technically effective.

	Coverage of externally operated services
	Show accepted provider evidence, bank testing and open assurance gaps.

	Recurring causes and trends
	Improve controls, architecture, training, procurement and testing methods.



The annual review should cover completeness, risk basis, effectiveness, resources, independence, provider coverage, open findings and required programme changes. Material conclusions feed the ICT risk-management framework and management-body reporting.
Recommendation 9. Review and approve the programme formally each year. The closing report should cover coverage, material findings, overdue actions, residual risks and changes for the next planning period.
5 Separate annex
Annex 1: Model digital operational resilience testing programme.
Important application note. The annex is a separate working document. It is neither a completed testing programme nor legal advice. Before use, the bank must adapt it to its function and asset inventories, architecture, operating model, providers, risk methodology and approval arrangements.
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