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This guide explains how a bank can develop robust exit strategies and service-specific exit plans for ICT services supporting critical or important functions. It connects regulatory requirements with the practical preparation of a planned or unplanned provider change, an insourcing exercise, or the orderly discontinuation of a service.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
An exit is more than terminating a contract. The bank must be able to replace, insource, redesign or - where legally and operationally permissible - discontinue the affected ICT service within a viable timeframe without causing unacceptable harm to business operations, client services or regulatory compliance.
Exit strategy, contract design, business continuity and ICT incident management therefore work together. The contract must enable the exit; the exit plan must demonstrate that the bank can actually execute it from an organisational and technical perspective. This guide can be read on its own and is accompanied by separate Annex 1, a bank-neutral model structure for an exit plan.
2 Regulatory background and requirements
DORA Article 28(7) and (8) requires termination rights for specified risk situations and exit strategies for ICT services supporting critical or important functions. Article 30(3)(f) requires contractual transition periods during which the service continues and the financial entity can move to another provider or to an in-house solution. Article 10 of Delegated Regulation (EU) 2024/1773 further specifies the requirements for documented exit plans that are periodically reviewed and tested.
2.1 Scope
The specific exit-strategy obligation applies to ICT services supporting a critical or important function. The assessment concerns the actual service and its effect on the bank, not the provider label or contract title. Under a framework agreement containing several services, only part of the bundle may therefore fall within the enhanced scope.
2.2 Working terminology
For practical organisation, this guide uses the following working distinction. The exit strategy sets objectives, principles, permitted options and decision rights. The exit plan translates those principles into service-specific arrangements for a contract, service or clearly defined bundle. A transition plan lists the activities, dependencies and dates for the option that is actually selected. This distinction is an internal aid; the terminology and requirements of applicable law remain decisive.
2.3 Objectives and contractual enablers
The bank must be able to leave an arrangement without disrupting its business, undermining compliance or impairing the continuity and quality of client services. It therefore needs effective termination rights, sufficiently long transition and assistance periods, access to and return of data, transferable documentation, visibility of the subcontracting chain, and clear provisions on costs, cooperation and secure deletion.
A formally complete contract does not prove operational exit readiness. Conversely, a technically plausible plan cannot be executed if required data, licences, interfaces, keys, documentation or support are not contractually available. The contract record and the exit plan should therefore be reviewed and maintained together.
3 Main implementation efforts
The main implementation efforts concern:
mapping critical or important functions to ICT services, contracts, providers, locations and subcontractors;
analysing technical and organisational dependencies, proprietary components, data, interfaces, identities, licences and key personnel;
finding and evidencing realistic alternatives, including in-house, group and market solutions;
aligning termination, transition, data-return, assistance and audit rights with the timing assumed in the plan;
planning risk-based tests, documenting results and tracking open remediation actions;
coordinating business owners, ICT, information security, procurement, legal, privacy, risk, continuity, communications and, where relevant, parent or group entities.
4 Interpretation and practical approach
4.1 Governance and responsibilities
The business or service owner should be accountable for the exit readiness of the service. This owner needs a cross-functional team and clear decision rights. Senior management should approve material risk positions and receive information on infeasible options, significant concentration, contractual gaps and test findings.
	Role
	Core responsibility

	Management body or accountable senior management
	Approve the framework, risk tolerance, material decisions and escalations.

	Business or service owner
	Define business impact, target state, priorities and acceptance criteria.

	ICT, architecture and information security
	Assess technical dependencies, migration, access, security, recovery and deletion.

	Procurement, legal and privacy
	Address contractual enablers, applicable law, data and licensing issues, and negotiation gaps.

	Third-party risk, continuity and incident management
	Coordinate provider risk, concentration, contingency, escalation, exercises and evidence.



Recommendation 1. For each relevant ICT service, appoint a plan owner, deputy, cross-functional planning team and documented approval route.
4.2 Planning level and scope
As a rule, each relevant contractual arrangement requires a documented exit plan. Several services may be combined where they share the same exit path, dependencies and governance. Each arrangement, supported function, bank or group entity and service-specific impact must nevertheless remain clearly traceable.
In a multi-tier supply chain, the assessment cannot stop at the direct contracting party. The plan should identify which subcontractors, cloud regions, data platforms, network or identity services are actually needed for transition. A plan that only names the direct provider will often be insufficient for a complex supply chain.
Recommendation 2. Use a unique plan identifier and link the exit plan to the function inventory, register of information, contract file, BIA, architecture and data inventories, and provider and subcontractor records.
4.3 Objectives, triggers and scenarios
The plan must support both a controlled and an accelerated exit. It should contain clear triggers, decision information and escalation levels. A single standard scenario is not sufficient for a material dependency.
	Scenario
	Typical triggers and test objective

	Planned provider change
	Strategic change, ordinary contract expiry or a better solution; complete migration with controlled parallel operation.

	Persistent service deterioration
	Repeated SLA breaches, control weaknesses or overdue remediation; credible escalation and switch readiness.

	Major incident or security weakness
	Data compromise, outage or material control failure; accelerated exit while containment continues.

	Financial or operational provider distress
	Insolvency risk, staff or capacity loss, location or supply-chain failure; protected access to data and service.

	Unexpected termination or supervisory requirement
	Termination, unacceptable contractual or subcontractor change, or inability to supervise effectively; immediate activation of the transition option.



Recommendation 3. Define measurable activation criteria, the decision authority, the maximum available decision time and the first stabilising actions for each scenario.
4.4 Exit options and feasibility
An option is credible only where legal, technical, resource and financial feasibility is evidenced. A general statement that “another provider is available” is not enough. The assessment should at least cover data portability, interfaces, licences, capacity, security approval, regulatory permissibility, implementation time and cost.
	Option
	Key feasibility questions

	Transfer to another provider
	Are suitable providers, compatible technology, sufficient capacity, acceptable locations and a realistic procurement and migration path available?

	Insourcing
	Are people, infrastructure, licences, knowledge, operating processes, security controls and time available?

	Move to a group or shared-service solution
	Are local requirements, decision rights, data access, capacity, the contractual relationship and regulatory accountability clear?

	Split or parallel supply
	Can dependency be distributed across providers or platforms without creating disproportionate integration risk?

	Orderly discontinuation or redesign
	Can the service lawfully and operationally cease, or be replaced by a redesigned process, without endangering a critical function?



Recommendation 4. Maintain an evidenced feasibility assessment for each option, including assumptions, time, cost, residual risk and a reasoned ranking. Treat unavailable alternatives as an explicit gap.
4.5 Contractual enablers
The contract and its schedules should make the planned exit operationally possible. Key provisions include termination rights, an appropriate mandatory transition period, continued service during transition, termination assistance, knowledge transfer, access to and return of data in a usable format, support for migration and testing, continuing security and confidentiality duties, and transparent charging.
The bank should also address licences, configurations, documentation, access to source or object code where necessary, cryptographic keys, logs, interface specifications, subcontractor services, deletion and retention, and rights in insolvency or business discontinuation. The contractual transition period must be consistent with the timeline established in the plan; any mismatch is a contractual or risk gap that requires escalation.
Recommendation 5. Before signing or materially changing a contract, test the draft contract against the exit plan. The plan must not rely on an assumption that the contract does not legally and practically secure.
4.6 Data, technology and migration
The plan should identify all data, systems and technical artefacts required for transition. These may include operational and historic data, metadata, logs, configurations, interfaces, identities, entitlements, certificates, keys, backup and recovery data, documentation, test cases and, where relevant, models or parameters. For each item, record the source, format, volume, sensitivity, export route, destination, owner and validation method.
Migration requires acceptance criteria for data completeness and integrity, business reconciliation, security, interfaces, performance, restart, fallback and secure deletion at the former provider. A long transition may require parallel operation; its cost and risk should be considered from the outset.
Recommendation 6. Keep at least one practical proof that data can be exported and reused. A contractual return right without a tested export path does not by itself demonstrate exit readiness.
4.7 Business continuity and emergency measures
The exit plan and the business continuity plan serve different purposes. The exit plan organises a lasting transition; continuity and recovery arrangements stabilise operations until the transition is complete. They should use the same critical functions, maximum tolerable outage, recovery objectives, communication routes and dependencies.
An accelerated exit may require temporary controls such as reduced service, manual workarounds, an emergency platform, a second region, temporary continuation of the legacy service or prioritised restoration of selected functions. These measures should align with ICT incident management, crisis communications and any applicable regulatory reporting.
Recommendation 7. Distinguish immediate stabilisation, temporary contingency operation and the final target option. Each phase needs its own objectives, owners and completion criteria.
4.8 Intra-group providers and central platforms
There is no blanket exemption for intra-group ICT providers or central platforms. Group affiliation may improve information access, governance and financial support, but it can also increase concentration, common-cause failure, technical lock-in and restrictions on local decision rights. The actual risk must therefore be evidenced rather than inferred from the group structure.
A group-level plan may be reused where the local bank is clearly in scope and its functions, data, contracts, legal requirements, escalation rights, communications and transition measures are covered. The local bank must have access to the plan and its test evidence and remain able to discharge its own responsibility.
Recommendation 8. For intra-group solutions, explicitly confirm local executability. A group plan does not replace an entity-specific impact assessment or a documented decision on local residual risk.
4.9 Concentration and substitutability risk
Exit readiness is often constrained not only by the direct provider but also by common subcontractors, cloud platforms, regions, proprietary technology, data formats or scarce expertise. Direct and indirect concentration should therefore be assessed. Two contractually separate providers do not provide true diversification if both depend on the same platform or subcontractor.
For difficult-to-replace services, weigh the benefit and cost of alternatives, additional redundancy, portability measures or deliberate risk reduction. Any accepted concentration should be supported by controls, early-warning indicators, contingency measures and a reasoned approval.
Recommendation 9. Keep concentration and substitutability assessments consistent across the risk assessment, register of information and exit plan. An exit plan should not merely mask a structurally unmanageable concentration risk.
4.10 Review and testing
The applicable frameworks require periodic review and sufficient testing but do not prescribe one universal test cycle. Scope and frequency should reflect criticality, complexity, change, substitutability, prior test results and concentration. In conjunction with the at least annual review of the overarching policy, the bank should at least confirm that the plan inventory, owners, assumptions and open actions remain current.
Tests may include a structured tabletop review, crisis exercise, data export and recovery test, interface or migration rehearsal, contact and decision exercise, or - where proportionate - a partial migration. Trigger-based reviews are particularly important after material contract, provider, subcontractor, location, architecture or function changes, incidents, financial warning signs and test findings.
Recommendation 10. Maintain a risk-based testing calendar for each plan. A test is complete only when results, deviations, owners, deadlines and resulting plan updates are documented.
4.11 Minimum content and evidence
The plan may be proportionate in scale, but it must show actual executability. The following elements provide a practical minimum structure:
	Component
	Minimum content

	Document control
	Plan ID, version, owner, approval, scope, review dates and test dates.

	Service and criticality
	Contracts, ICT services, supported functions, users, locations, data and impact.

	Supply chain and dependencies
	Direct provider, material subcontractors, platforms, interfaces, key personnel and concentration.

	Triggers and scenarios
	Planned and unplanned exit, thresholds, escalation and decision rights.

	Options and target state
	Assessed alternatives, selected target, assumptions, feasibility, cost and residual risk.

	Contractual prerequisites
	Termination, transition, assistance, data, licences, access and audit rights, charges and deletion.

	Transition plan
	Phases, work packages, owners, dependencies, dates, milestones, acceptance and fallback.

	Continuity and communications
	Contingency, recovery, client and authority communications, and incident-management interfaces.

	Testing and remediation
	Test method, results, evidence, gaps, actions, deadlines and approvals.



Recommendation 11. Use separate Annex 1 as a starting point, but tailor it to the bank’s actual architecture, operating model, contracts and group structure. Explain fields that are not applicable rather than silently deleting them.
5 Separate annex
Annex 1: Model structure for an exit plan covering ICT services that support critical or important functions.
Important application note. The annex is a stand-alone working document. It is neither a completed exit plan nor legal advice. Before use, the bank must complete it with its own contracts, services, data, dependencies, timelines, responsibilities and applicable law.
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