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This guide explains how a bank can prepare, review, remediate, conclude and oversee contractual arrangements for ICT services on a risk-based basis. It distinguishes the minimum provisions for all ICT services from the additional requirements for services supporting critical or important functions, and addresses contract architecture, subcontracting, service locations, service levels, information security, monitoring, termination and exit.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
Contract drafting is not an isolated legal exercise. It begins with classifying the service, requires a documented risk and suitability assessment, and continues through negotiation, execution, register maintenance, ongoing monitoring, change and termination. The bank remains responsible for its regulatory obligations whether the ICT service is provided by a parent undertaking, an intra-group shared-service centre, a cloud provider or another external provider.
The guide can be read on its own. It uses DORA terminology but explains the distinctions needed for practical contract work. Three companion documents are provided as separate annexes: model clauses for new ICT-service contracts that do not support critical or important functions, a model information-request letter and a model letter transmitting a contract amendment.
2 Regulatory background and starting point
DORA Articles 28 to 30 govern ICT third-party risk management, pre-contract assessment, termination and exit requirements, and minimum contractual provisions. Commission Delegated Regulation (EU) 2024/1773 specifies governance for arrangements concerning ICT services supporting critical or important functions. Commission Delegated Regulation (EU) 2025/532 specifies conditions for subcontracting those services.
2.1 Working terms
“ICT service not supporting a critical or important function” is used here for an ICT service to which the general contractual level applies. It is not a defined statutory term. A service supporting a critical or important function, or a material part of one, is subject to additional requirements. The classification concerns the specific service and the bank’s use of it, not the provider as a whole.
A “critical ICT third-party service provider” is, by contrast, a provider designated as critical through a supervisory process. That provider status is not the same question as whether a particular service supports a critical or important function of the bank.
2.2 Different operating models
The guide assumes neither a particular core-banking platform nor a common central technology provider. Contractual responsibility must be established for each actual operating model: in-house operation with individual maintenance services, procurement through a parent or group undertaking, intra-group shared services, local or international providers, cloud services, reseller models and multi-tier supply chains. Even where a group contract has been negotiated centrally, the local bank should be able to evidence which rights it holds, which services it uses and how local supervisory requirements are met.
3 Main implementation efforts
The main implementation efforts concern:
identifying all contracts, order forms, statements of work, online terms and group-wide arrangements under which ICT services are received;
classifying each service and determining whether it supports a critical or important function or a material part of one;
mapping existing contract terms against the general and, where applicable, enhanced minimum requirements;
obtaining reliable information on service scope, locations, subcontractors, data, security controls, incidents, service levels and exit;
negotiating with providers, parent undertakings and central procurement or contract functions, and validly incorporating amendments and schedules;
performing ongoing monitoring, maintaining the register of information, assessing material changes and updating exit plans.
4 Interpretation and practical approach
4.1 Contract lifecycle and responsibilities
A sound process connects procurement, the business owner, ICT, information security, data protection, legal, compliance, risk management, business continuity, third-party oversight and, where relevant, group management. Each arrangement should have a service owner and a contract owner. Control functions should independently assess whether the classification and risk treatment are appropriate.
	Stage
	Core action
	Output

	1. Need and scope
	Define the business need, ICT service, using entities and supported functions.
	Documented classification decision.

	2. Risk and suitability
	Assess criticality, risk, concentration, locations, subcontractors, conflicts and provider capability.
	Risk and due-diligence file.

	3. Drafting
	Select the correct clause set and schedules; define responsibilities and precedence.
	Complete contract draft.

	4. Negotiation and approval
	Assess deviations and residual risk; verify approvals and signing authority.
	Approved final text and decision record.

	5. Term
	Monitor performance, security, incidents, subcontractors, changes and assurance.
	Current contract and monitoring file.

	6. Change or exit
	Reassess, amend, transition, return data and verify deletion.
	Effective amendment or controlled termination.



Recommendation 1. The bank should establish a single contract lifecycle with named roles, approval thresholds and a central contract record. Group or procurement contracts should be handled in the same control framework as local contracts; central negotiation does not replace the bank-specific assessment.
4.2 Pre-contract assessment
Before entering into a contract or making a material change, determine whether the arrangement concerns an ICT service and whether it supports a critical or important function. The bank should then assess at least the business need, operational and legal risk, ICT and information-security risk, data protection, locations, concentration and failure risk, financial and technical capability, conflicts of interest and subcontracting chains. For services supporting critical or important functions, substitutability, data recovery, insolvency and third-country risk, and exit feasibility require particular attention.
A provider’s own classification and risk assessment may be used as evidence, but the bank remains accountable for its decision. Use by several banks or negotiation by a parent undertaking does not replace assessment of the impact on the individual bank.
Recommendation 2. A short, approved classification and risk record should exist before contract negotiation starts. Without it, the bank cannot select the correct clause set or prioritise negotiations properly.
4.3 Minimum contractual provisions for all ICT services
	Topic
	Practical drafting objective

	Written complete record
	Clearly allocate rights and obligations; keep the contract, including service-level arrangements, in one downloadable, durable and accessible written record.

	Service description
	Describe all functions and ICT services clearly and completely; identify using entities, interfaces and responsibility boundaries.

	Subcontracting
	State which services may be subcontracted, what information must be provided and that the direct provider remains responsible.

	Service and data locations
	Identify countries or sufficiently specific regions of service delivery, processing and storage; require advance notice of changes.

	Data and information protection
	Protect availability, authenticity, integrity and confidentiality, including personal and other protected data.

	Data access and return
	Ensure access, recovery and return in an easily accessible format on insolvency, resolution, business discontinuation or termination.

	Service levels
	Define service levels, measures, reporting, updates and consequences of failure; an unsupported reference to “industry-standard quality” will rarely be sufficient.

	ICT incidents
	Agree assistance for service-related incidents at no additional cost or a cost determined in advance, including contacts, timing, information and root-cause analysis.

	Authority cooperation
	Require full cooperation with competent and resolution authorities.

	Termination and notice
	Provide required termination rights and appropriate minimum notice and transition periods.

	Training
	Set conditions for proportionate provider participation in security-awareness and resilience training.



The table is a working aid. It does not replace the full legal text or the assessment of additional requirements under data-protection, banking-confidentiality, payments, outsourcing, group or governing-law rules.
Recommendation 3. The bank should maintain a requirements matrix mapping every minimum requirement to a specific clause and evidence item. An open point should not simply be marked “covered”; the clause reference and assessment should be reconstructable.
4.4 Additional requirements for critical or important functions
	Additional topic
	Minimum objective

	Precise service levels
	Quantitative and qualitative targets, measurement, reporting and prompt corrective action.

	Material developments
	Notice periods and reporting for changes that may materially affect capability or risk.

	Continuity and security
	Implementation and testing of contingency plans and appropriate ICT-security measures, tools and policies.

	Resilience testing
	Participation and full cooperation in applicable testing, including TLPT where relevant.

	Access, inspection and audit
	Effective rights for the bank, appointed third parties and authorities; alternative assurance only on a risk basis and without hollowing out rights.

	Exit and transition
	Documented exit strategy, mandatory transition period, data migration and transfer to another provider or an in-house solution.

	Subcontractors
	Eligible services, supply chain, locations, information, audit, objection and termination rights under the detailed rules.



A generic standard annex will normally be insufficient for these arrangements. Service levels, audit rights, exit and the subcontracting chain must be tailored to the function and risk. A contract covering several services may contain different control levels, but the individual services and classifications must be unambiguous.
Recommendation 4. Use a separate enhanced clause set for ICT services supporting critical or important functions. Annex 1 to this guide is expressly not sufficient for those services.
4.5 Subcontracting and the supply chain
For services supporting critical or important functions, the contract should identify which ICT services or material parts may be subcontracted and under what conditions. The direct provider remains responsible, must monitor subcontractors and must inform the bank about identity, locations, data processing, risk and material changes. Access, audit and regulatory-inspection rights must not disappear down the chain.
Material changes should be notified early enough for the bank to assess risk and approve or object within a reasonable notice period. If a provider implements an unauthorised change or proceeds despite an unresolved objection, the bank should have a contractual termination right. Long or complex chains are not automatically prohibited, but they must remain transparent, monitorable and capable of orderly exit.
4.6 Remediating existing contracts
Existing arrangements should first be screened for scope and then assessed in detail against the requirements matrix. Review the complete contract set: master agreement, statements of work, service-level agreements, security and data-protection schedules, online terms, orders, amendments and binding policies. Documents that are merely informative or may be changed unilaterally without a controlled process are not reliable substitutes for agreed terms.
Remediation may use an addendum, amendment agreement or consolidated restatement. The essential points are clear cross-reference, complete schedules, an agreed order of precedence, correct legal entities and valid acceptance under the governing law. Provider deviations require substantive assessment; mandatory minimum content cannot simply be waived. Gaps that cannot be closed immediately need an approved remediation plan, risk assessment and target date.
4.7 New contracts
For new arrangements, regulatory provisions should be built into the agreement and its schedules from the start. Annex 1 may be used as a starting point for ICT services not supporting critical or important functions, provided that service scope, locations, service levels and all other placeholders are completed and legally reviewed. Critical or important functions require an individualised contract.
A reseller or intermediary is the relevant ICT counterparty only if it can actually assume and perform the required contractual obligations. The bank must be able to identify the legal entity that technically provides the service, the subcontractors involved and the parties against which information, audit, assistance and exit rights are enforceable.
4.8 Written record, incorporation and execution
DORA requires clear allocation of rights and obligations and a complete, durable contract record. Several documents may operate together in practice, but they must be clearly linked, version-controlled and jointly retrievable. Links to changeable web pages or unarchived provider portals should not be the only contractual record.
Whether a handwritten signature, electronic signature or another form of acceptance is required depends on the governing law and the requirements applicable to the bank. DORA requires the complete arrangement to be documented in writing and made available to the parties in an accessible, durable and downloadable format. Documented execution or other reliable acceptance by authorised representatives supports the audit trail.
Recommendation 5. Before sending an amendment, legal counsel should check incorporation, precedence, signing authority, accepted electronic-signature method, governing law, jurisdiction and enforceability. The annexes deliberately leave form requirements to the governing law and applicable local regulation.
4.9 Locations, service levels and data rights
Service and data locations should be identified by country or sufficiently specific region. Broad descriptions such as “worldwide” or “EU” will generally be inadequate where they prevent risk, legal or supervisory-access assessment. The registered office of the direct counterparty does not automatically replace the actual service and data locations. Changes require advance notice and, for critical services, may require approval.
Service levels must fit the service. Even for less critical services, specify the measure, target or quality standard, measurement method, reporting route, response and recovery time, and consequences of failure. For critical or important functions, targets must be precise, quantitative and qualitative. Data return and recovery need formats, timing, responsibilities, testing and secure-deletion evidence; a general promise alone is rarely enough.
Recommendation 6. Document locations, service levels and data return in version-controlled schedules with concrete values. Close placeholders and references to procedures “to be agreed later” before execution.
4.10 Information security and provider information
The bank should derive security requirements from its own risk, architecture and control needs. Applying the maximum control catalogue to every provider without analysis is inefficient; treating an ISO/IEC 27001 certificate as proof of every contractual and regulatory requirement is equally unsafe. Review scope, validity, exclusions, systems covered and evidence of operating effectiveness.
A provider questionnaire can support data collection but is not a contractual obligation unless it is expressly and validly incorporated. Information on organisation, services, locations, subcontractors, security, continuity, incidents, assurance and exit should align with the register of information and the contract file. Resolve inconsistencies before execution or manage them through an approved action plan.
4.11 Monitoring during the term
Contractual rights must be converted into an operational monitoring plan. Relevant evidence includes performance and availability reports, security and continuity assurance, incidents, vulnerabilities, changes to subcontractors, locations and ownership, audit reports and remediation progress. Frequency and depth depend on risk and criticality. Results should update the risk assessment and the register of information.
Material changes require more than administrative filing. Assess whether service scope, supported function, risk profile, location, supply chain, concentration or exit feasibility has changed. A service may begin to support a critical or important function during the term, requiring an enhanced contractual level.
Recommendation 7. Each contract should have a monitoring plan listing evidence, frequency, owners and escalation criteria. Rights that are never operationalised do not provide reliable protection.
4.12 Termination, exit and transition
Termination rights should cover material legal or contractual breaches, adverse material changes, evidenced weaknesses in ICT risk management, impediments to effective supervision and regulatory direction. The clause must align with cure periods, termination form and governing law, but should not unduly restrict the bank’s ability to act.
For critical or important functions, a documented and tested exit strategy is required. Contract and exit plan must align on transition services, data export, knowledge transfer, support to a replacement provider, service continuation during migration, return of bank assets, secure deletion and evidence. Data and transition issues should also be addressed for less critical services rather than postponed until termination.
4.13 Risk-based implementation planning
The bank should prioritise its contract population by criticality, term, amendability, provider dependence and negotiation effort. Early attention is warranted for services supporting critical or important functions, complex supply chains, hard-to-replace providers, unclear data locations and arrangements without effective audit or exit rights.
Maintain a traceable status for each arrangement: classification, gap assessment, provider outreach, negotiation status, open risks, target date, approval and completion evidence. Counting letters sent is not enough; the relevant measure is whether gaps have been closed or are subject to controlled treatment.
Recommendation 8. Maintain a risk-based contract-remediation plan with clear priorities, owners, target dates and escalation. Address critical contracts, complex supply chains and hard-to-replace providers first.
5 Separate annexes
Annex 1: New contracts for ICT services not supporting critical or important functions - application notes and model clauses.
Annex 2: Model letter to an ICT third-party service provider - information request and preparation for contract remediation.
Annex 3: Model letter transmitting a contract amendment.
Important use note. The annexes are intentionally separate documents. Before use, complete them with the actual contract data, governing-law analysis and the bank’s internal approvals.
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