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This guide explains how a bank can build, maintain and prepare for supervisory reporting a register of contractual arrangements for the use of ICT services. It covers the standard templates, links between contracts, providers, functions and ICT services, identifiers, service supply chains, data quality and ongoing maintenance.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
This guide develops DORA Article 28(3) and (9) and Commission Implementing Regulation (EU) 2024/2956 on the standard templates for the register of information. It can be read on its own and complements the workshop material on ICT third-party risk management.
The register is both a working foundation for internal ICT third-party risk management and a source for supervisory reporting. The European Supervisory Authorities do not prescribe a particular tool for maintaining it. What matters is the required content, stable links between records, clear ownership and the ability to produce the reporting formats required at the time of submission.
2 Regulatory background and DORA requirements
Financial entities within DORA scope must maintain and update, at entity level and where applicable at sub-consolidated and consolidated level, a register of all contractual arrangements for the use of ICT services provided by ICT third-party service providers. The register is therefore not limited to arrangements supporting critical or important functions.
The competent authority may request the full register or specified parts of it. At least annually, financial entities provide information on new arrangements, categories of ICT third-party service providers, types of contractual arrangements and the ICT services and functions supported. Planned arrangements supporting critical or important functions, and a subsequent classification of a supported function as critical or important, must be notified in a timely manner through the applicable route.
Commission Implementing Regulation (EU) 2024/2956 defines the templates, data fields and completion rules. For technical reporting, the European Supervisory Authorities publish a Data Point Model, taxonomy, validation rules and supporting files. Before each submission, the bank should confirm which version its competent authority requires.
2.1 Maintaining the register and producing a reporting package
The operational register may be maintained in a database, a governance, risk and compliance platform, a contract-management solution or several controlled and connected source systems. This should be distinguished from the technical reporting file. Reporting to the European Supervisory Authorities currently follows structured CSV and taxonomy requirements; Excel is not a prescribed register solution.
The bank should therefore establish a sound business data model and clear data ownership first, then generate an export or reporting package from it. Technical validation does not replace the substantive review of whether contracts, service relationships, functions and supply chains are complete and correctly represented.
2.2 Defining the register population
Under the DORA approach, all active contractual arrangements for ICT services are relevant. Expired or terminated arrangements are not included in current supervisory reporting instructions; internal retention under the bank’s own records policy is a separate matter. The separate ICT Services guide should be used to determine whether a service is an ICT service in the first place.
In a group, the register may need to capture not only the entity signing the contract but also users of the service, intra-group providers, central procurement or contracting entities and relevant external subcontractors. The guide assumes neither a central group platform nor a particular core-banking provider.
3 Main implementation efforts
The principal implementation efforts concern:
Combining contract, procurement, provider, ICT, process, function, business impact and risk data owned by different functions.
Breaking framework agreements and bundled services into reliable contractual arrangements and individual ICT services with stable reference numbers.
Identifying all service-using entities, locations or branches and representing entity and group structures accurately.
Mapping internal functions to the licensed activities actually performed by the bank and to the ICT services supporting them.
Obtaining and maintaining LEIs, EUIDs, legal names, countries, contract data, costs, exit arrangements and other provider and subcontractor information.
Establishing the ICT service supply chain and the subcontractors that effectively underpin services for critical or important functions.
Maintaining referential integrity, data quality, version control, regular updates and technical validity.
4 Interpretation and practical approach
4.1 Governance and target operating model
The bank should assign a business owner for the register. This role coordinates the data model, completion rules, quality assurance, reporting and change management. Individual data remains owned by the relevant functions: for example, contract and cost data by procurement or contract management; technical service and provider data by ICT service management; function and criticality data by business owners and continuity management; and risk assessment and exit planning by ICT third-party risk management.
A central platform is useful but not mandatory. The essential requirement is one logical register with unique keys, documented sources, approvals and a reliable export process. Where a parent or group undertaking provides the technical platform, the local bank must still be able to supply and verify its own contracts, functions, users, impacts and decisions.
Recommendation 1. Define a register owner, data owners by domain, deputies, approval rights and a binding change process. The target model should cover in-house operations, group and shared-service arrangements, cloud services and outsourcing.
4.2 Standard templates
The Implementing Regulation structures the register through linked templates. The following overview describes their practical purpose; the full completion instructions and current technical package remain authoritative.
	Template
	Practical purpose

	B_01.01
	Entity maintaining the register at entity, sub-consolidated or consolidated level.

	B_01.02
	Entities within the consolidation perimeter and other group entities relevant to the register.

	B_01.03
	Branches of financial entities recorded in the register.

	B_02.01
	General information on contractual arrangements and overarching or framework arrangements.

	B_02.02
	Specific contract data, term, cost, countries, termination and other characteristics.

	B_02.03
	Links between intra-group arrangements and arrangements with external ICT third-party service providers.

	B_03.01
	Entities signing arrangements and entities on whose behalf, or for whose benefit, they are concluded.

	B_03.02
	ICT third-party service providers signing the arrangements.

	B_03.03
	Group entities signing arrangements for ICT services used by other group entities.

	B_04.01
	Entities and, where applicable, branches actually using the ICT services.

	B_05.01
	Master data for direct providers, intra-group providers and relevant subcontractors.

	B_05.02
	ICT service supply chain and the rank of providers and subcontractors.

	B_06.01
	Functions, licensed activities, service-using entities and criticality or importance assessment.

	B_07.01
	Assessment of ICT services supporting critical or important functions or material parts of them.

	B_99.01
	Internal terminology and mappings to the prescribed lists and classification systems.



Recommendation 2. Determine the bank’s reporting and consolidation scope first, then assign a source system, an accountable role and a review step for every template. A template should be treated as not applicable only because of the bank’s actual organisation and group structure.
4.3 Functions and licensed activities
Template B_06.01 records the functions supported by ICT services. The official list in Annex II to the Implementing Regulation is used for the “licensed activity” field. According to the European Supervisory Authorities, a licensed activity is an activity that the financial entity is entitled to perform under the sectoral legislation applicable to it. A bank should therefore select the activities within its actual authorisation and business perimeter rather than every activity listed as possible for credit institutions.
There is no closed EU list of functions. Each bank identifies functions in accordance with its own operational and organisational framework. A function may be an activity, service or operation, or a sensible cluster of them, and may be a core or support function. The level of detail must allow the bank to link functions to ICT services and to support its criticality or importance assessment.
A function should not be equated with any particular prescribed process model. Existing process maps, business-service catalogues, BIA results, product models and organisational structures can be used if they lead to stable, unique and consistent function identifiers. A unique function identifier is required for each combination of the financial entity using the service, the licensed activity and the function name.
Recommendation 3. Create a controlled mapping from the bank’s actual authorisations and business activities to the official EBA list, while modelling internal functions separately. Changes to the licence perimeter, organisation, products or BIA should trigger reassessment.
4.4 Completion rules and stable keys
Each template has a fixed number of columns and a variable number of rows. As a rule, one data point contains one value. Where more than one value is valid or required, add a further row with the correct key combination. Mandatory fields, closed lists, date and country codes and prescribed formats should be used without alteration.
The linking keys are particularly important. They include the contractual arrangement reference number, entity and provider identifiers, the function identifier and the ICT service type. Keys must be unique, stable and used identically across templates. Changes must not create uncontrolled duplicate records or break existing relationships.
The technical data model can contain clarifications or corrections that are relevant for reporting. Before export, review the current taxonomy, allowed-value lists, validation rules, completion FAQ and any competent-authority instructions together.
Recommendation 4. Define an allocation rule for every key family, including owner, format, uniqueness check and change restriction. Before production reporting, test referential integrity and closed values automatically and perform a substantive sample review.
4.5 Identifiers and provider master data
Financial entities are identified by LEI in the relevant entity templates. For ICT third-party service providers that are legal persons, use a valid and active LEI or EUID and, where available, both identifiers. Only an LEI may be used for a legal person established outside the European Union. Alternative identifiers such as corporate registration, VAT, passport or national identity numbers are available only for individuals acting in a business capacity.
In addition to the identifier, maintain the legal name from the business register, the name in Latin characters, country of establishment, legal form and ultimate parent undertaking consistently. A trading or product name does not replace the legal contracting entity. For resellers, platforms and group contracts, distinguish the entity signing the contract from the entity actually providing the service where required by the templates.
Recommendation 5. Verify provider master data against reliable business and LEI registers before adding it to the register, prevent duplicates and schedule periodic updates. Establish an early procurement and escalation process where a required identifier is missing.
4.6 ICT service supply chain
Template B_05.02 represents, for one contractual arrangement and one type of ICT service, the chain of providers. Rank 1 is the direct ICT third-party service provider or intra-group ICT service provider. Further ranks represent subcontractors. Several direct providers or paths may belong to the same chain when the required keys and ranks are used correctly.
The chain includes all direct ICT third-party service providers and all intra-group ICT service providers. Where an ICT service supports a critical or important function or a material part of it, also include every subcontractor whose service effectively underpins the security or continuity of that ICT service. Where an intra-group provider uses subcontractors, include at least the first subcontractor outside the group even when no critical or important function is supported.
	Case
	Register logic
	Evidence

	Direct external provider
	Always record as rank 1.
	Bank contract and service data.

	Intra-group provider
	Always record as rank 1.
	Evidence of group status and service-using entities.

	Subcontractor for a critical or important function
	Record where it effectively underpins the service or its disruption could affect security or continuity.
	Document contribution, rank, country and identifier.

	First provider outside the group
	For a rank-1 intra-group provider, record at least up to this provider.
	Applies even without a critical or important function.

	Further subcontractor with no material contribution
	Do not record solely because it exists.
	Retain the decision and the supporting information.



A provider’s self-assessment is an input, not a substitute for the bank’s decision. Contracts should require the delivery of supply-chain, identifier and change information in a usable form. Where evidence is incomplete, document a reasoned provisional position and follow it up.
Recommendation 6. Maintain a traceable supply-chain path for every relevant ICT service, including rank, service contribution and criticality link. Group entities and providers should notify subcontractor changes promptly and in a structured format.
4.7 Data quality, validation and maintenance
The Implementing Regulation requires accuracy, completeness, consistency, integrity, uniformity and validity. These principles apply throughout the year, not only at the reporting date. Update the register promptly for errors, contract amendments, new or ended services, provider changes, subcontracting, organisational changes, new functions or a changed criticality assessment.
An effective control framework combines business and technical checks. Reconcile contracts, invoices and procurement data, the service catalogue, ICT asset and process inventories, BIA, risk assessments and exit plans. Technically test mandatory fields, formats, closed values, duplicates, key relationships and validation rules. Explain and resolve differences between entity, sub-consolidated and consolidated registers.
Recommendation 7. Run a complete quality review on a regular cycle and make event-driven updates. Each submission should include four-eyes review, documented corrections, versioned approval and a reproducible export.
4.8 Reporting and local adaptation
DORA entities provide their registers through the relevant competent authority rather than directly to the European Supervisory Authorities. The competent authority determines the channel, file-naming rules, testing arrangements and deadline for the financial entity. From 2026, competent authorities generally submit the registers to the European Supervisory Authorities by 31 March, with 31 December of the preceding year as the reference date; they may therefore set an earlier deadline for the entities they supervise.
This EU reporting flow does not itself create a national submission obligation for entities outside the direct DORA reporting channel. A financial entity may nevertheless need to provide data to an EU parent or another group entity responsible for reporting. In that case, scope, format, reference date, approval and correction arrangements should be agreed in writing. National reporting requirements should be assessed separately rather than silently replaced by EU data fields.
Recommendation 8. Establish a reporting calendar covering the internal data cut-off, quality review, management approval, technical generation, secure transmission and correction of errors. For group reporting, allocate responsibilities explicitly among the local bank, parent undertaking and central reporting function.
5 Legal references
1. Regulation (EU) 2022/2554 (DORA), particularly Articles 3, 28-31 and 46.
2. Commission Implementing Regulation (EU) 2024/2956 on standard templates for the register of information, including Annexes I-IV.
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