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This guide explains how a bank can design, implement and evidence strong authentication for remote access, privileged access, access to ICT assets supporting critical or important functions, and access to publicly accessible ICT assets. It covers human and machine identities, in-house and outsourced systems, group solutions, shared accounts, exceptions and the operational resilience of authentication. The recommendations should be adapted to each bank’s actual architecture, operating model and applicable supervisory requirements.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
This practical guide develops DORA Article 9(4)(d) and the identity and access-management requirements in Articles 20 and 21 of Commission Delegated Regulation (EU) 2024/1774. It is a practical companion to a gap analysis but can be read on its own. It focuses on logical access to networks, systems, applications, cloud services and administrative interfaces. Physical access controls are addressed only where they interact with authentication for technical access.
The legal texts use the term “strong authentication mechanisms” or “strong authentication methods”. This guide uses “strong authentication” throughout. Strong customer authentication for payment services is a separate legal concept and is distinguished in Section 2.2.
2 Regulatory background and DORA requirements
DORA Article 9(4)(d) requires policies and protocols for strong authentication mechanisms based on relevant standards and dedicated control systems. Their design should be consistent with the classification of information and ICT assets, the ICT risk profile and the results of the ICT risk assessment.
Article 20 of Delegated Regulation (EU) 2024/1774 requires the unique identification and authentication of natural persons and systems accessing the bank’s information. Article 21 specifies access control. It requires strong authentication methods, in line with leading practices and techniques, for four access scenarios:
remote access to the bank’s network;
privileged access;
access to ICT assets supporting critical or important functions;
access to ICT assets that are publicly accessible.
Article 21 also requires need-to-know, need-to-use and least-privilege principles, segregation of duties, limitation of generic and shared accounts, user accountability, controlled account and entitlement processes, and periodic access-right reviews. Strong authentication is therefore not a standalone product; it is part of the bank’s overall identity and access-management framework.
DORA does not require every application to operate its own authentication product. A central identity provider, single sign-on service, remote-access gateway or privileged-access-management system may cover several systems, provided that strong authentication is effectively enforced for every relevant access path, local or direct bypass is prevented, sessions are adequately protected and evidence can be produced for each target system.
2.1 Practical meaning of strong authentication
DORA and the Delegated Regulation do not prescribe a particular supplier solution or a universal factor combination. As a practical design principle, a strong method should normally combine at least two independent factors from different categories: knowledge, possession and inherence. Two knowledge elements, such as a password and a PIN, do not by themselves constitute multi-factor authentication. Several sequential steps are also not strong where the same compromised secret or an unprotected fallback route can bypass them.
Examples include a smartcard and PIN; a hardware security key or passkey with secure user verification; a protected device certificate combined with an independent device-unlock factor; a one-time-code token and password; or biometrics securely bound to a managed device. Suitability depends on the threat scenario, independence of the factors, key protection, phishing resistance, and the arrangements for enrolment, recovery, blocking and replacement. Phishing-resistant methods should be preferred for remote and privileged access where practicable.
2.2 Distinction from strong customer authentication
Strong customer authentication for EU payment services is governed in particular by the Payment Services Directive and Commission Delegated Regulation (EU) 2018/389. It may also secure a DORA-relevant online-banking or payment access path. Compliance with payment-services requirements does not, however, demonstrate that employee remote access, privileged access, internal applications, cloud administration or machine identities are adequately covered. The bank should map the two regimes separately and document where controls overlap.
3 Main implementation efforts
The main implementation efforts concern:
1. A complete inventory of identities, accounts, access paths, ICT assets, critical or important functions, externally reachable components and involved providers.
1. Technical integration of heterogeneous legacy, internally developed, cloud and standard applications into central or local authentication controls, including removal of unprotected direct access and obsolete protocols.
1. Establishing or extending identity management, single sign-on, multi-factor authentication and privileged access management, including licences, tokens, device binding, support and training.
1. Clear allocation of responsibilities between the bank, parent or group entities, ICT third-party providers and cloud providers, together with reliable evidence of their controls.
1. Remediation of shared, generic, emergency and technical accounts, and introduction of secure machine identities and secrets management.
1. Resilient operation of authentication, including enrolment, recovery, replacement, emergency access, monitoring, testing, exception management and documentation.
4 Interpretation and practical approach
4.1 Bank-neutral target model and inventory
Implementation should not assume a particular core-banking system, supplier or operating model. The starting point is each actual access path. For every path, record at least the person or system seeking access, the originating device and network, the identity provider or gateway involved, the target asset, the supported function, the privilege level, public exposure, the operator and the authentication method.
A central workstation login or remote-access gateway may be an important control layer, but it does not automatically cover every downstream application and administrative route. The bank should identify local accounts, direct access paths, administration consoles, API and developer portals, remote-support tools, cloud management planes, emergency accounts, legacy protocols and persistent provider connections. The decisive question is whether strong authentication is effectively enforced throughout the path and cannot be bypassed.
	Review area
	Key question

	Scope and operator
	Which network, system, application component or cloud asset is reached, which function does it support and who operates it?

	Identity and access path
	Is the actor a person, provider, application or system, and through which gateways, accounts and protocols is access obtained?

	Authentication
	Which factors are used, are they independent, and how are they enrolled, protected, blocked and replaced?

	Enforcement and bypass
	Can local accounts, direct URLs, legacy protocols, emergency routes or support processes bypass strong authentication?

	Entitlement and session
	Are rights minimal, time-limited and reviewed; are sessions, re-authentication and logout appropriately controlled?

	Evidence and monitoring
	Which logs, reports, tests and provider evidence demonstrate effectiveness?

	Resilience
	How do authentication, recovery and emergency access operate if the identity platform, network, token or endpoint fails?



Recommendation 1. Create a bank-wide register of the four DORA access scenarios and map each access path to its target system, supported function, operator, identity type, authentication method, possible bypasses, logging and accountable owner. Use the register as the basis for the gap analysis and remediation tracking.
4.2 Remote access
Remote access includes access from outside the bank’s controlled environment, for example through VPN, zero-trust network access, virtual desktops, web applications, cloud services, mobile devices or remote-support tools. The requirement applies whether the user is a bank employee, group employee or external provider.
A persistent network-to-network connection does not automatically authenticate the people who use it. Interactive access across such a connection must still be attributable and strongly authenticated. Provider access should be approved, limited in time and scope, restricted to defined devices or source networks and logged. Protocols or legacy applications that cannot support strong authentication should be replaced, isolated behind a secure gateway or otherwise contained.
A managed device or device certificate may serve as a possession factor if it is uniquely bound, protected against extraction, revocable and combined with an independent second factor. Possession of a device alone, or a certificate usable without secure user verification, is not automatically sufficient. High-risk targets may require re-authentication or step-up authentication in addition to authentication at the remote-access gateway.
Recommendation 2. Identify every remote-access route used by employees, group entities and providers, including ancillary or building systems, cloud portals and support channels. Enforce strong authentication at a controlled entry point, prevent unprotected direct access and determine whether critical targets require an additional authentication or approval step.
4.3 Privileged access
Privileged access should be defined by the technical and business capabilities granted, not by job title. It may include administration of identities, operating systems, networks, databases, cloud resources, security tools, backups, middleware and applications, as well as changes to high-impact business parameters.
Privileged activities should use personal, dedicated administrative accounts separated from standard user accounts. Entitlements should be granted on a need-to-use or ad-hoc basis, time-limited and subject to traceable approval. Where technically and economically appropriate, a privileged-access-management system should combine personal strong authentication, approval, credential delivery, session monitoring and logging. Direct login to the target must then be blocked or protected to an equivalent standard.
Shared administrator passwords or shared tokens undermine individual accountability. Emergency accounts require separate treatment: they must not become a convenient permanent route, should receive enhanced protection, and their use should trigger immediate alerting and post-use review.
Recommendation 3. Maintain an inventory of privileged roles, accounts and access paths. Use personal administrative accounts, strong authentication, need-based or time-limited entitlements and, where appropriate, privileged access management. Test explicitly whether local or direct login can bypass the central control.
4.4 Access to ICT assets supporting critical or important functions
The ICT assets supporting critical or important functions should be derived from the bank’s approved mapping and classification of functions, processes, information and assets. The mapping should cover applications, data, infrastructure, interfaces, identity services and dependencies on group entities or ICT third-party providers. A label in one tool or a business-impact analysis does not replace this end-to-end mapping.
Because Article 21 lists privileged access separately from access to ICT assets supporting critical or important functions, the bank should not review administrators alone. All interactive human access to in-scope assets should be assessed. Central strong authentication may satisfy the requirement for several applications if the session is securely bound to the verified identity, bypass is prevented and the target produces sufficient evidence. Non-interactive application and system access is addressed in Section 4.8.
Changes to business processes, outsourcing arrangements, cloud migrations, interfaces or the classification of critical or important functions should trigger a new review of authentication scope. Transitional arrangements should record the risk, compensating controls, owner and end date.
Recommendation 4. Link the inventory of critical or important functions to supporting ICT assets, identities and access paths. Assess every interactive access route and document where central authentication effectively covers an application and where application-specific or additional controls are required.
4.5 Access to publicly accessible ICT assets
Publicly accessible ICT assets are components reachable over public networks, such as customer portals, online banking, file-exchange services, data rooms, API portals, cloud applications, remote-access gateways, public websites and their management interfaces. Public exposure increases the attack surface but does not, by itself, determine which user populations must authenticate.
As a practical distinction, the requirement should not be read as forcing people to authenticate before viewing content that the bank intentionally publishes anonymously. Once a user account, protected area or management function is involved, authentication should be assessed against the DORA scenario and the risk. Administration interfaces for websites, domain name services, content management, cloud platforms, protective services and deployment pipelines should, where possible, not be openly reachable from the internet and should always use strong authentication.
Customer payment services are also subject to strong customer authentication rules. A purely public information service can therefore be treated differently from a customer portal or data-exchange room. The decision should be based on access, data, functions and potential impact rather than the application’s name.
Recommendation 5. Maintain an up-to-date external attack-surface inventory covering all externally reachable ICT assets and their login and administration points. Apply strong authentication to protected user areas and administrative access, reduce public exposure of management interfaces and align customer-facing methods with payment-services requirements.
4.6 Group-operated and ICT third-party systems
The technology landscape may be operated entirely by the bank, by a parent or group entity, by a shared provider or through several cloud and outsourcing models. The decisive issue is not who supplies the product but whether the bank understands its access scenarios, allocates responsibilities clearly and can evidence the effectiveness of controls.
For each outsourced or group-provided solution, the bank should know who creates identities, issues factors, approves entitlements, blocks tokens, performs recovery, supplies logs and authorises exceptions. Provider personnel accessing bank systems or data must be included in the remote and privileged-access assessment. A provider’s general statement that its access is secure does not replace the bank’s mapping to its own functions, assets and risks.
Contracts and service descriptions should support security requirements, evidence, change notification, reporting of authentication failures, timely revocation, log access and audit rights. Group solutions may be efficient but may require local additions for bank-specific applications, regulatory duties and emergency arrangements.
Recommendation 6. Create a responsibility matrix for identities, factors, entitlements, recovery, logs and exceptions in group-operated and externally hosted systems. Obtain traceable evidence of strong authentication and apply the same access-scenario assessment to provider and group personnel as to the bank’s own staff.
4.7 Shared and generic user accounts
Article 21 requires the use of generic and shared accounts to be limited as far as possible and users to remain identifiable for their actions at all times. This is not an absolute statutory prohibition on every generic account. Interactive shared accounts are nevertheless often incompatible with personal accountability and reliable strong authentication, particularly where a password, token or mobile device is shared.
Where possible, staff should authenticate with a personal identity and then assume a functional role. Where a generic account remains temporarily necessary for demonstrated technical or operational reasons, it should have a named owner, documented approval, minimal scope, an expiry date, secure storage, personal strong authentication before use, traceable checkout through a vault or PAM solution, session logging and periodic review.
The Delegated Regulation requires access rights to be updated when necessary and at least annually for all ICT systems; for systems supporting critical or important functions, at least every six months. The review should include generic, emergency and shared accounts and whether they remain necessary.
Recommendation 7. Replace interactive shared accounts with personal identities and role-based access. Manage unavoidable exceptions through a formal process with personal pre-authentication, secure credential checkout, full accountability, time limitation and recurring recertification.
4.8 Technical accounts and machine identities
Technical accounts and machine identities are used by applications, services, automated jobs, interfaces, databases or devices and are not intended for interactive human use. Article 20 of the Delegated Regulation expressly covers the unique identification and authentication of natural persons and systems. For non-interactive access, the appropriate control is normally not a human two-factor prompt but a robust technical identity.
Suitable methods may include managed workload identities, individual certificates, mutual TLS, signed short-lived tokens, hardware-protected keys or credentials supplied by a secrets vault. Each technical account needs a documented purpose, owner, permitted targets, least-privilege rights, lifecycle, secure storage, rotation or renewal, revocation and monitoring. Secrets should not be stored unprotected in source code, scripts, configuration files or operating documentation.
Interactive login with technical accounts should be technically disabled. Where unavoidable in a justified exception, the person must first authenticate personally using strong authentication, the access should be approved and executed through a controlled route, and the complete session should be logged. Dividing one password among several people is not multi-factor authentication because it remains a single knowledge factor.
Recommendation 8. Separate personal identities from machine identities. Disable interactive use of technical accounts, use cryptographically strong managed machine access, keep secrets in a vault, and require personal strong authentication, approval and session evidence for every human exception.
4.9 Selecting and designing authentication methods
The bank should establish a technical authentication standard specifying permitted methods and minimum controls by access scenario and risk class. It should cover not only login, but also identity proofing and enrolment, factor issuance and binding, cryptographic key protection, loss and blocking, recovery, replacement factors, re-authentication, session duration, risk-based step-up, logging and retirement of obsolete methods.
	Factor or signal
	Practical assessment

	Knowledge
	Password or PIN. Two knowledge elements are not independent factors. Quality, resistance to guessing and secure recovery remain important.

	Possession
	Hardware token, smartcard, registered protected device or certificate. The factor should be uniquely bound, protected from copying, revocable and reliably inventoried.

	Inherence
	Biometric characteristic. Protection of the biometric template, secure device binding, recognition quality and a controlled replacement route should be considered.

	Context and behaviour
	Device, location, network, time or behaviour may strengthen the decision. They should replace an independent factor only where equivalent assurance can be demonstrated.

	Recovery and fallback
	The weakest reset or replacement route often determines actual strength. Helpdesk processes, backup codes and replacement devices require suitable identity verification and immediate notification.



Central single sign-on can improve usability and control but increases dependency on the identity provider, directory services and recovery process. Those components require enhanced protection. Phishing-resistant methods and protections against fraudulent push approvals should be preferred for privileged and external access. Convenience features should not create permanent sessions, shared factors or uncontrolled fallback routes.
Recommendation 9. Approve a bank-wide authentication standard with permitted factor combinations, higher requirements for remote and privileged access, and binding rules for enrolment, recovery, replacement, sessions and logging. Assess real security including the weakest fallback and helpdesk route.
4.10 Operations, exceptions and evidence of effectiveness
Enrolment, reset and recovery are often the weakest points in strong authentication. Identity should be verified appropriately before a factor is issued or replaced. Loss reports should lead to immediate blocking; unusual resets, new devices and changes to privileged factors should trigger alerts and confirmation to the affected person. Permanent exceptions or easy helpdesk bypasses can render the technical solution ineffective.
The authentication platform may itself be a critical dependency. Capacity, redundancy, availability of directories and keys, replacement tokens, secure offline or emergency procedures and recovery after a cyberattack should therefore be included in continuity and recovery plans. Emergency accounts should be minimal, highly protected, separately stored, monitored and reviewed after every use. Failure of the primary solution does not automatically justify temporarily disabling all strong controls.
Effectiveness should be demonstrated through technical tests and operational exercises. Test direct and local login, bypass of central controls, revocation of lost factors, session takeover, recovery, emergency access, provider access, logging and alerting. Useful metrics may include coverage, open exceptions, overdue recertifications, failed or suspicious logins, time to revoke and use of emergency accounts.
Every exception should record a business and technical owner, rationale, risk assessment, compensating controls, approval, expiry date and remediation plan. Changes to systems, services, functions or the threat landscape should trigger reassessment.
Recommendation 10. Test strong authentication regularly across its full lifecycle, including enrolment, reset, outage, emergency access and provider access. Maintain a time-limited exception register, monitor coverage and effectiveness through metrics, and track identified bypasses or control gaps to closure.
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