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This guide explains how a bank can prepare, activate, manage and document communications concerning major ICT-related incidents and vulnerabilities by using the EU Digital Operational Resilience Act (DORA) as a reference framework. It connects communication principles, crisis communication plans, internal and external audiences, responsibilities, media relations, client information and responsible vulnerability disclosure. Its recommendations should be adapted to each bank’s governance, communication channels, services and applicable supervisory arrangements.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
This practical guide develops DORA Article 14 on communication and its interfaces with ICT risk management, business continuity, and the management and reporting of ICT-related incidents. It is a practical companion to a gap analysis, but it can be read on its own: the main terms and implementation components are explained in the text.
The guide addresses preparation and control of communications. Incident classification, formal notification to an authority, personal-data breach notifications and other statutory notices remain separate processes. They need to be coordinated in content and timing with communications, but should not be replaced or delayed by them.
2 Regulatory background and starting point
DORA Article 14(1) requires crisis communication plans, as part of the ICT risk management framework, that enable responsible disclosure of at least major ICT-related incidents or vulnerabilities to clients, financial counterparts and the public, as appropriate. Whether, when and to what extent disclosure is appropriate depends on the facts and the applicable legal obligations.
Under Article 14(2), communication policies must be implemented for internal staff and external stakeholders. Internal communications need to distinguish between staff involved in ICT risk management, in particular response and recovery, and staff that needs to be informed. Article 14(3) also requires at least one person to be tasked with implementing the communication strategy for ICT-related incidents and fulfilling the related public and media function.
Article 17(3)(d) links these requirements to incident management. The process should establish plans for communication to staff, external stakeholders and media; notification to clients; internal escalation, including ICT-related client complaints; and information to financial entities acting as counterparts where appropriate. Commission Delegated Regulation (EU) 2024/1774 also connects the communication policy with ICT business continuity and crisis communication plans.
Public or client communications may engage other legal frameworks, including data protection, consumer protection, capital-markets or payments law, contractual notice duties and confidentiality arrangements. The bank should provide a coordinated assessment route. A formal incident report to a competent authority and a public statement can concern the same facts, but they have different purposes and audiences.
2.1 Working terminology
The German text of Article 14 uses several terms for strategy, guidance and plans. The English text distinguishes primarily between “crisis communication plans” and “communication policies”. For implementation, the important distinction is therefore between durable rules and event-specific operating arrangements, rather than the number of documents maintained.
Communication policy or strategy. This sets objectives, principles, scope, audiences, roles, approvals, confidentiality, record keeping and review. It may form part of the ICT risk management framework, the ICT business continuity policy or a wider crisis communication framework.
Communication plan. This turns the policy into an executable workflow for defined scenarios. It contains triggers, contacts, responsibilities, messages, approvals, channels, alternatives, update intervals and evidence. Templates, contact lists and FAQs may be maintained as annexes.
DORA does not necessarily require three separate documents. A bank may use existing policies and crisis communication plans if the DORA-relevant content is complete, consistent, easy to locate and operationally usable during an event.
3 Main implementation efforts
The largest implementation efforts typically concern:
An audience and obligations map covering internal functions, clients, financial counterparts, media, the public, authorities, group entities, owners, providers and other relevant parties.
Robust governance with named owners and deputies, decision and approval rights, escalation routes, and availability outside normal business hours.
Integration with incident management, business continuity, crisis management, information security, data protection, legal, compliance, client service and ICT third-party management.
Resilient communication channels, current contact and alerting lists, and alternatives if email, telephony, the website, mobile applications or internal collaboration tools are disrupted.
Prepared audience-specific messages, holding statements, FAQs and instructions in the required languages, designed for rapid updating with verified facts.
Coordination with parent companies, group functions, critical providers and jointly affected parties without making the bank’s own assessment and communications dependent on them.
Regular exercises and training, maintenance of materials, reliable decision and approval evidence, and incorporation of lessons from incidents, tests and complaints.
4 Interpretation and practical approach
4.1 Communication policy and guiding principles
The durable communication policy should define how the bank communicates about ICT-related incidents and vulnerabilities. Core principles include accuracy, timeliness, consistency, proportionality, confidentiality and a clear separation between confirmed facts, preliminary assessments and open questions. Each communication should make clear what is known, what the impact is, what actions are under way and when a further update can be expected.
A “one-voice” rule does not mean that only one person may communicate. It means that all approved statements are based on the same situation picture, key messages and decision status. Specialist teams may serve different audiences provided that roles, approvals and versions are controlled.
The policy should also define disclosure limits. Personal data, security-sensitive details, evidence, confidential contractual information and unverified causes should not be released without control. At the same time, confidentiality should not become a blanket reason to withhold necessary warnings or legally required information.
Recommendation 1. Establish one coherent communication policy for ICT-related incidents and vulnerabilities. Existing crisis communication or business continuity policies may be used if they explicitly cover objectives, audiences, principles, roles, approvals and interfaces; separate documents are not required merely because different terms appear in the regulation.
4.2 Responsibility and governance
The management body remains responsible for the ICT risk management framework and therefore for an appropriate communication organisation. The person designated under Article 14(3) implements the communication strategy and performs the public and media function. This designation does not transfer the management body’s accountability or replace the technical, legal or supervisory decisions of other functions.
The bank should name a primary owner and at least one deputy. In a larger or internationally organised institution, tasks may be distributed across communications, incident management, legal, compliance, data protection, client service and local country functions. What matters is that one role coordinates the overall response and that approval authority is available outside office hours.
	Role
	Typical responsibility

	Management body or crisis leadership
	Strategic decisions, material trade-offs, escalation and approval of particularly significant statements.

	Incident or crisis lead
	Common situation picture, plan activation, priorities, operating rhythm and connection to response and recovery.

	Communication lead / spokesperson
	Key messages, channel control, media and public communications, version control and the communication log.

	IT, information security and business owners
	Verified facts on cause, affected services, impact, response, recovery and uncertainty.

	Legal, compliance and data protection
	Assessment of statutory, contractual and privacy duties and protection of confidential information.

	Client service, operations and third-party management
	Delivery to audiences, feedback and complaints, and coordination with external service providers.



The bank may allocate these duties differently. The allocation should be documented in a RACI or comparable responsibility matrix showing decision points, deputies, escalation deadlines and the link to regulatory reporting.
Recommendation 2. Designate a communication lead and deputy and document the roles of every participating function. The matrix should state who supplies facts, performs legal review, decides, approves, speaks and records the communication. Reachability and approval authority should be maintained for nights, weekends and public holidays.
4.3 Structure and content of communication plans
A communication plan should answer: why is communication needed, who informs whom, on what trigger, using which verified information, through which channel, after which approval and at what frequency? It may consist of a core plan with scenario annexes, for example for cyberattacks, disruption of critical services, data impacts, provider incidents or vulnerabilities requiring disclosure.
A practical workflow has five steps: define communication objectives and activation criteria; identify audiences and suitable primary and fallback channels; determine key messages and required facts; assign roles and approvals; and prepare, issue, update and finally record the communications. Planning should use the same milestones and terminology as the technical and operational situation-management process.
	Component
	Minimum content

	Purpose, scope and activation
	Scenarios, severity levels, triggers, decision authority and criteria for activation, transition and stand-down.

	Audiences and information needs
	Internal and external recipients, priority, language, accessibility and any particular protection needs.

	Situation and factual basis
	Authoritative source, timestamp, confirmed facts, assumptions, open issues, impact and expected recovery.

	Messages and instructions
	Core statement, client actions, security and phishing warnings, next update and contact options.

	Roles, approvals and escalation
	Drafter, technical reviewer, legal reviewer, decision-maker, spokesperson, deputies and maximum response times.

	Channels and alternatives
	Intranet, telephone, email, website, status page, app, SMS, social media, branches and independent fallback channels.

	Cadence and feedback
	Initial notice, update interval, media, complaint and misinformation monitoring, and correction procedures.

	Records and follow-up
	Versions, approvals, delivery and publication evidence, recipients, decisions, closure notice and lessons learned.



Contact lists, templates and access information should be available redundantly and, where appropriate, offline. A plan is not resilient if it is stored only on systems that may be affected by the incident. External communications should include prepared holding statements that support a rapid first update without asserting an unverified cause or recovery time.
Existing crisis communication plans within continuity or emergency management can incorporate the DORA requirements. They should explicitly cover ICT-specific audiences, the incident-management interface, vulnerabilities, ICT third-party providers, regulatory reporting and the possibility of a prolonged or cross-border event.
Recommendation 3. Integrate DORA-relevant communication workflows into existing crisis communication and business continuity plans where possible. Add clear activation criteria, audiences, factual sources, approvals, fallback channels, update intervals and evidence. The plan should cover both an incident within the bank and one originating at a critical ICT provider.
4.4 Communication with internal audiences
Internal communications need to distinguish between staff involved in response and recovery and staff that needs to be informed or directed. The response team needs detailed, current and protected information on tasks, dependencies, decisions and technical measures. The wider workforce needs an understandable situation picture, clear instructions and a point of contact.
Client-facing functions such as contact centres, branches, payments operations, complaint handling and sales are particularly important. They need approved talking points, FAQs, escalation routes and warnings about possible fraud or phishing attempts. Staff should know that media enquiries, requests for technical detail and suspicious contacts must be routed to the designated functions.
Functions that are not directly affected may still need information to prevent rumours, inconsistent statements or uncoordinated action. Internal communications should nevertheless follow the need-to-know principle. They should be marked confidential where external disclosure could cause harm, while recognising that internal messages may still become public.
Recommendation 4. Review internal communication by role and information need. Response and recovery teams require operational detail; other staff require a consistent situation picture, concrete instructions, approved client messaging and clear rules for media and security enquiries.
4.5 Coordination among participants
Coordinated communication depends on a shared situation picture. The bank should identify an authoritative information source, such as a situation log or secured incident workspace. Each message version should carry a timestamp, status, approval and next review time. Obsolete drafts should be clearly marked or access-controlled.
Regular situation meetings should combine technical, operational, legal and communication information. A communication log records which statement was sent to which audience and what feedback was received. Shared FAQs, media lines, contact-centre scripts and decision templates reduce contradictions and speed later updates.
For group-wide or provider-origin incidents, joint statements can be useful where responsibilities, approvals and timing have been agreed in advance. The bank should not make its own client communication or legal notice entirely dependent on a third party communicating in time. A provider’s assessment does not replace the bank’s evaluation of its own impact.
Recommendation 5. Establish a shared factual source, version and approval control, and a fixed coordination rhythm for incidents. Agree in advance with group functions and critical providers what information will be supplied, within what time and who coordinates joint statements, while retaining the bank’s own accountability.
4.6 Communication with external audiences
External audiences differ in their information needs, legal position and required speed. A client needs different information from a financial counterpart, supervisor or journalist. The plan should therefore provide audience-specific messages, channels and approvals, rather than relying on one general press statement.
	Audience
	Typical information need

	Clients
	Service availability and impact, necessary protective or alternative actions, support, next update and fraud warnings.

	Financial counterparts
	Impact on payments, settlement, interfaces, deadlines, workarounds, recovery and operational contacts.

	Media and public
	Verified headline facts, scale of impact, protection of affected parties, response under way, spokesperson contact and next update.

	Authorities and other public bodies
	Formal reports and supplementary information under the applicable framework, with consistent data and a defined submission route.

	Group, owners and governing bodies
	Impact on business objectives, risk, clients, reputation, resources, decisions, dependencies and expected development.

	Providers and other partners
	Technical and operational facts, support required, contractual notice duties, joint actions and communication boundaries.



4.6.1 Media relations
Media enquiries can arrive very early, before the cause and scale of an incident are known. The bank should therefore maintain a short holding statement, prepared key messages, background material and a question-and-answer document. A rapid response is important, but should not lead to speculation, unsupported recovery commitments or disclosure of security-sensitive detail.
The spokesperson function should coordinate media contacts, record statements and monitor both digital and traditional media. False or outdated reporting should be assessed through a defined process and corrected where appropriate. Proactive communication may be suitable where clients need protection, misinformation must be limited or widespread effects need explanation; it is not an automatic requirement for every event.
Recommendation 6. Name a primary and alternate spokesperson and prepare holding statements, key messages, FAQs and background material. Media communications should be early, factual and controlled; technical detail, personal data and unverified causes should not be released merely because of time pressure.
4.6.2 Communication with clients and the public
For relevant scenarios, the bank should identify the channels that will actually reach affected clients. Options include the website or an independent status page, notices in mobile or online banking, SMS, email, contact centres, social media, branches and electronic or print media. Not every channel suits every event; at least one fallback channel should be independent of the affected ICT system.
Client messages should identify the affected service, practical impact, safe actions, available workarounds, contact options and the next update time. Where the cause is not verified, the bank should describe the observed effect. If fraud risk is elevated, messages should state what information the bank will never request and how clients can verify a message through official channels.
Public communications need to be aligned with client service and complaint handling. Feedback from calls, complaints, social media and branches can show whether a message has been understood or whether new risks are emerging. The plan should assign responsibility for analysing that feedback and deciding when clarification or additional targeted communication is needed.
Recommendation 7. Define primary and independent fallback channels for clients and the public by scenario. Each message should cover the impact, recommended action, support options, security or phishing warnings and the next update time. Test that the channels remain reachable if central banking or communication systems are unavailable.
4.6.3 Counterparts, authorities and other stakeholders
Financial counterparts mainly need information on operational effects, deadlines, interfaces and workarounds. Other stakeholders may include parent and sister companies, owners, management-body members, insurers, legal advisers, law-enforcement authorities, market infrastructures and critical providers. The bank should define triggers, owners and permitted content for each group.
Supervisory incident reporting is distinct from media and client communication. It may contain more detailed, confidential or preliminary information and follows separate forms, deadlines and channels. Nevertheless, figures, timestamps and core facts should remain aligned across communication routes. Differences should be explained and recorded, for example where facts develop after an initial report.
Contractual notification and coordination duties with providers, payments partners or group entities should be visible in the plan. Confidentiality clauses and joint-approval arrangements should not block required reports or protective information. Cross-border incidents require prepared language versions, time-zone coverage, local contacts and awareness of differing legal requirements.
Recommendation 8. Maintain a stakeholder matrix showing triggers, owners, deadlines, channels and permitted information. Coordinate regulatory reporting, client notification and external statements through a common factual basis, while keeping formal reporting routes as separate processes.
4.7 Communication about vulnerabilities
Article 14(1) covers vulnerabilities as well as major ICT-related incidents. It does not require every discovered vulnerability to be made public. The bank needs a responsible decision on whether communication to clients, counterparts or the public is necessary or appropriate in the circumstances.
The assessment should consider actual or potential exposure, exploitability, prevalence, sensitivity of affected systems and data, compensating controls, patch availability, evidence of active exploitation, required client action, and statutory or contractual duties. Vendors, providers, authorities or coordination bodies may be involved where that supports remediation and safe disclosure.
Communication should provide the information the audience needs for protection and correct action, without unnecessary detail that facilitates exploitation. Staged disclosure may be appropriate: an initial warning and protective action for those directly affected, followed by technical or wider information after remediation. Where clients must act immediately, disclosure should not be postponed solely because the complete root cause is still under investigation.
A defined channel for security researchers or other reporters can support early detection. Ownership, acknowledgement, secure submission, assessment, feedback and coordinated publication should be established where this is appropriate to the bank’s business model and risk profile.
Recommendation 9. Set criteria and a documented decision route for vulnerability communications. Apply the principle “enough for protection and action, not enough to assist exploitation”. Coordinate timing and content with information security, legal, data protection, affected providers and, where appropriate, authorities.
4.8 Exercises, maintenance and effectiveness
Communication capability is not created by documentation alone. Exercises should test whether contacts are reachable, facts become available in time, approvals work, fallback channels are usable and different audiences receive understandable information. Useful scenarios include an overnight outage of a critical service, a provider-origin incident, a data-integrity problem, an active cyberattack or a vulnerability attracting substantial public interest.
The exercise should include time pressure, incomplete information, media enquiries, misinformation, client complaints and parallel regulatory reporting. Measures may include activation time, time to the first approved message, reachability, consistency, clarity, channel availability, evidence and the quality of updates.
After incidents and exercises, contacts, templates, roles, assumptions and decision routes should be updated. Lessons from complaints, media monitoring, debriefs and technical post-incident reviews should feed into the communication policy. The bank should set a regular review cycle and provide for event-driven updates.
Recommendation 10. Exercise the communication plan regularly and following relevant changes together with incident and business continuity management. The exercise should include failure of a primary communication channel, an out-of-hours approval and a provider-origin incident. Track identified weaknesses to named owners and target dates.
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