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This guide explains how a bank can translate the management-body training requirement in Article 5(4) of the EU Digital Operational Resilience Act (DORA) into a role-based and demonstrable training programme. It covers the mapping of the management body, different levels of depth for management and supervisory functions, suitable content and formats, regular updating, evidence, new members and alternates. Its recommendations should be adapted to each bank's legal form, governance, risk profile and applicable supervisory requirements.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
This practical guide develops selected DORA requirements concerning training of the management body. It is a practical companion to a gap analysis and can be read on its own: key terms and implementation steps are explained in the text. The wider staff awareness and training programme under DORA Article 13(6) is not the main subject, although its interfaces with management-body training should be coordinated.
2 Regulatory background and starting point
DORA assigns ultimate responsibility for ICT risk to the management body. Under Article 5(2), the management body defines, approves, oversees and is responsible for implementing all arrangements related to the ICT risk management framework. These include, among other things, clear roles, strategies and policies, ICT business continuity and response and recovery plans, audit planning, resources and the strategy for ICT third-party risk.
Article 5(4) requires members of the management body actively to keep their knowledge and skills up to date so that they can understand and assess ICT risk and its impact on the entity's operations. This includes specific training on a regular basis, commensurate with the ICT risk being managed. DORA does not prescribe a particular duration, format or fixed annual deadline. The bank should therefore define and justify the frequency, scope and format.
The purpose is not to turn management-body members into technical specialists. Training must, however, enable them to make informed decisions, prioritise resources, challenge reports and risk indicators, and assess the consequences of ICT disruption, cyberattacks and provider dependencies for the bank.
2.1 Purpose and scope of training
An effective programme connects the DORA framework with the bank's business model and actual ICT risk profile. It creates a shared understanding of digital operational resilience and should cover critical or important functions, key systems and data, current threats, ICT incidents and crisis decisions, business continuity and recovery, resilience testing, ICT third-party risk, and reporting and escalation to the management body.
General DORA introductions or briefings on the current cyber threat landscape can form part of the programme. On their own, however, they do not demonstrate full coverage of Article 5(4) if they are not linked to management-body responsibilities, the bank's material risks and the decisions members are expected to take.
3 Main implementation efforts
The largest implementation efforts typically concern:
A legally and organisationally supportable mapping of which bodies and persons fall within the management body and its management or supervisory function under the bank's legal form, constitutional documents and applicable requirements.
A training-needs assessment that considers prior knowledge, actual responsibilities, the business model, the ICT risk profile and the role of individual committees.
Developing and regularly updating bank-specific content on threats, risks, incidents, testing, audit findings, material changes and ICT third-party providers.
Embedding training in board and annual calendars, including induction of new members, make-up arrangements, suitable languages, internal and external subject-matter input and event-driven briefings.
Maintaining reliable evidence of the audience, content, attendance, completion and effectiveness so that the bank can explain the appropriateness of its programme to supervisors and auditors.
4 Interpretation and practical approach
4.1 Mapping the management body
The term "management body" is a functional umbrella concept. For credit institutions, DORA Article 3(30) refers to the definition in Article 3(1)(7) of the Capital Requirements Directive. It covers the body or bodies appointed under national law that set strategy, objectives and overall direction, oversee and monitor management decision-making, and include the persons who effectively direct the business.
One-tier system. A single body combines management and supervisory functions. The required depth may differ within that body according to the actual tasks of executive and non-executive members.
Two-tier system. Management and supervisory functions are assigned to separate bodies. The management body in its management function directs the business; the body in its supervisory function oversees and challenges management decisions.
The specific bodies and persons covered by Article 5(4) must be determined under the applicable law and the bank's governance arrangements. Where DORA applies, all persons identified by that mapping as management-body members should be included in the programme. Content may be differentiated between management and supervisory functions, but an institution-specific allocation should not be copied to another bank without review.
Recommendation 1. Prepare a written management-body mapping. For each body and person within scope, record the management or supervisory function, the relevant legal and constitutional basis and the resulting level of training, and update the mapping when governance arrangements change.
4.2 Training for the management function
Members performing the management function need sufficient depth to establish the ICT risk management framework, take decisions and direct implementation. Training should connect the business model, critical or important functions, key dependencies, risk appetite and tolerance, controls, incident and crisis management, business continuity and recovery, testing, ICT third-party risk, and relevant reports and metrics.
The bank-specific part should include current top risks, material incidents and near misses, testing and audit results, overdue actions, provider concentrations and forthcoming strategic or technological changes. Technical detail is needed only to the extent that it supports decisions on risk acceptance, priorities, resources and remedial action.
Recommendation 2. Provide at least one recurring core format for the management function. A practical starting point is an annual cycle, supplemented by event-driven updates and at least one bank-specific case study or crisis scenario.
4.3 Training for the supervisory function
Members performing the supervisory function must understand ICT risk and its impact sufficiently to oversee and constructively challenge management. The focus should be on governance and accountability, risk indicators and reporting quality, material incidents, recovery capability, significant ICT-provider dependencies, resilience testing and audit results, and the adequacy of resources and remedial action.
This training may be less operational and technical than the programme for the management function, but it should not be reduced to general awareness. Members of a risk or technology committee may need greater depth. In a one-tier system, consider the management and supervisory duties actually performed by each member.
Where members miss a session, training materials can support completion. Merely circulating slides should not automatically be treated as equivalent attendance. The bank should provide a documented make-up route and an opportunity to ask questions or discuss the content.
Recommendation 3. Use a separate, role-based format for the supervisory function. It must enable members to assess critically the reports, decisions and actions of the management function, with documented make-up arrangements for absences.
4.4 Common core and role-specific depth
A common core creates shared terminology and a consistent view of risk. Role-specific modules then add different levels of depth for the management and supervisory functions. The following table is a working aid for designing the programme.
	Topic
	Management-function focus
	Supervisory-function focus

	Governance and accountability
	Definition, approval and implementation of the ICT risk management framework; allocation of decisions and resources.
	Oversight, constructive challenge and assessment of governance and reporting lines.

	ICT risk and critical functions
	Risk appetite, priorities, controls, dependencies and effects on products and processes.
	Overall risk profile, material indicators and adequacy of risk management.

	Incidents, crisis and recovery
	Escalation, crisis decisions, communications, recovery priorities and risk acceptance.
	Oversight of preparedness, material decisions and implementation of lessons learned.

	Testing, audit and actions
	Testing programme, assessment of findings, prioritisation of actions and treatment of residual risk.
	Challenge of results, deadlines, exceptions and progress reporting.

	ICT third-party risk
	Strategy, selection, concentration, contractual and exit issues, and provider-origin incidents.
	Oversight of material dependencies, concentrations and exit readiness.

	Threats and change
	Decision-relevant effects of current threats and regulatory, strategic and technological change.
	Strategic implications and adequacy of management's response.



Topics should be tailored to the services offered, the bank's size and complexity, its risk profile and the experience of its members. A generic group or external module may cover the common core, but it should be supplemented with local and bank-specific content where needed.
Recommendation 4. Define a documented minimum curriculum with a common core and role-specific modules. For each topic, specify the learning objective, audience, accountable owner and update cycle.
4.5 Frequency and event-driven training
DORA requires regular training commensurate with ICT risk but does not prescribe a fixed interval. The bank should therefore establish a controlled cycle. Annual core training is a practical baseline when supplemented by induction and event-driven updates.
Relevant triggers include a major incident, material changes to ICT strategy or architecture, new critical services, significant changes involving ICT third-party providers, notable testing or audit results, a materially changed threat landscape or relevant regulatory developments. Not every trigger requires a full session; a focused briefing or short scenario discussion may be appropriate.
The plan should identify audiences, learning objectives, formats, expected duration, owners, subject-matter contributors, dates, make-up arrangements and required resources. It should be coordinated with the meeting and work calendars of the bodies concerned.
Recommendation 5. Maintain an annual training plan and clear triggers for event-driven updates. Minor shifts in individual dates matter less than a controlled, risk-based and actually completed training cycle.
4.6 Evidence and effectiveness
Evidence should go beyond an attendance list. Useful records include the management-body mapping, training plan and invitation, agenda and learning objectives, versioned materials, date, duration and format, accountable subject-matter owners or trainers, members present, excused absences, make-up completion, and questions or actions arising from the session.
Effectiveness can be assessed proportionately through a case discussion, a short self-assessment or knowledge check, management-body feedback, or evidence that the intended topics are addressed appropriately in decisions and reporting. DORA does not require a formal examination of every member, but the bank should be able to explain why the content and format were suitable.
Recommendation 6. Keep a consistent training record covering planned, completed and make-up sessions. At suitable intervals, assess whether the content, depth and format achieve the intended learning objectives.
4.7 New members and alternates
New members should receive timely induction covering their specific role, the bank's governance, current ICT risk profile, material dependencies, reporting routes and open actions. Depending on risk and responsibility, induction should take place before or as soon as practicable after the member takes office and should lead into the regular training cycle.
Whether deputy, alternate or substitute members are legally part of the management body depends on applicable law and internal arrangements. Where they perform the same decision-making or oversight duties when acting, or where activation is realistically possible, they should be trained in advance to a comparable level. A proportionately reduced scope may be appropriate for narrowly limited duties.
Recommendation 7. Establish a mandatory induction and completion process for new members and alternates. Persons who carry comparable responsibility when acting as substitutes should not first receive training after the substitution has begun.
4.8 Group training and local accountability
A bank may use training offered by its parent undertaking or group. This can be efficient for the DORA baseline, the group threat picture and shared ICT services. The local bank must nevertheless check whether its own legal form, governance, services, risks, systems, providers, reporting routes and local supervisory requirements are adequately covered.
A centrally supplied module should therefore be supplemented with local content where the bank's decision-making and oversight responsibilities would otherwise be incomplete. Attendance and effectiveness records must be available to the bank. Organisational ownership may sit with the management-body secretariat, human resources, compliance or ICT risk management, while subject-matter input should be coordinated across the relevant control and business functions.
Recommendation 8. Use group or external training only after a documented coverage assessment. Add missing local content; accountability for the programme's adequacy remains with the bank and the management body designated under applicable law.
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