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This guide explains how a bank can identify, manage, classify and report ICT-related incidents using the EU Digital Operational Resilience Act (DORA) as a reference framework. It covers the path from an initial event to a major incident, the six materiality thresholds, reporting and recurring incidents. Its practical recommendations are intended for each bank to adapt to its own services, systems, governance and applicable supervisory arrangements.
Scope for workshop participants. This guide explains only selected requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts as a reference framework. It does not interpret Albanian law or determine the obligations applicable to any individual bank in Albania. Each participating bank should map the approaches described to its applicable law, supervisory requirements, licence, group arrangements and any EU obligations that apply directly to it.
1 Introduction
This practical guide develops selected DORA requirements concerning ICT-related incidents and payment-related operational or security incidents. It is a practical companion to a gap analysis. The terms are explained where first used, so the guide can be read on its own. Significant cyber threats are addressed briefly in Section 4.7; their full assessment requires a separate process.
2 Regulatory background and starting point
DORA establishes an ICT-related incident management process and a harmonised framework for classifying and reporting major ICT-related incidents. For the financial entities covered by Article 23, the relevant Chapter III requirements also apply to payment-related operational or security incidents, including major ones.
Under Article 17, a financial entity must define, establish and implement a process to detect, manage and notify ICT-related incidents. The process should support monitoring and logging, classification, consistent response, internal escalation and communication. Articles 18 and 19 set out classification and reporting duties. Commission Delegated Regulation (EU) 2024/1772 specifies the classification criteria and thresholds; Delegated Regulation (EU) 2025/301 specifies reporting content and deadlines; Implementing Regulation (EU) 2025/302 provides forms and procedures.
A possible personal-data breach must also be assessed under the applicable data-protection framework. The ICT incident process should coordinate with, but does not replace, the separate assessment and notification route for such breaches.
2.1 Incidents and major incidents
An ICT-related incident is an unplanned single event or series of linked events that compromises the security of network and information systems and adversely affects the availability, authenticity, integrity or confidentiality of data, or the services provided by the financial entity (DORA Article 3(8)). A major ICT-related incident has a high adverse impact on the network and information systems that support critical or important functions (Article 3(10)).
A payment-related operational or security incident is an unplanned event or linked series of events, whether ICT-related or not, that adversely affects payment-related data or payment-related services provided by the financial entities listed in DORA Article 2(1)(a)–(d). A major payment-related incident has a high adverse impact on the payment-related services provided (Article 3(9) and (11)).
2.2 Working terminology
For readability, this guide uses “incident” for both an ICT-related incident and, where DORA Article 23 applies, a payment-related operational or security incident. Where the distinction affects a legal requirement, the relevant type is named explicitly. “Potential incident” is an internal triage label, not a DORA category. It helps route an uncertain event to the team that decides whether the DORA definition is met.
2.3 Disruptions, anomalous activities and incidents
A disruption is an interruption or degradation of normal operations. An anomalous activity is a warning signal that merits investigation. Either may develop into an incident, but neither is automatically one. Examples include a failed network switch, a software fault, suspicious malware detections, the loss of an encrypted device, and a service disruption following an emergency change. The assessment should establish what happened, whether network and information system security is compromised, and the actual effect on data or services. An event can be serious even without a cyberattack; payment-related incidents can also arise without an ICT security compromise.
The bank should keep its service-management and security-monitoring labels distinct from the legal classification under DORA. A clearly documented hand-off prevents an event from being closed in a local ticket queue before its incident implications are assessed.
3 Main implementation efforts
The largest efforts typically concern:
Updating information-security policies, roles and incident workflows, including links to operational disruption, cyber-threat, vulnerability and third-party processes.
Establishing a reliable way to document events, classify incidents, calculate thresholds, track decisions and prepare reports. An existing service-management or incident platform may be extended; a particular supplier is not required.
Monitoring incidents over time, deciding promptly when an incident is major, maintaining the evidence behind that decision and reviewing recurring incidents monthly.
4 Interpretation and practical approach
4.1 Governance and operating model
Incident management should identify harmful events early, assess their scope, enable rapid and coordinated action, document the response consistently and feed lessons learned back to control owners. A disruption or anomalous activity may be reclassified as more information becomes available.
Even a bank with strong controls can experience an incident. Causes include deliberate attacks, internal operational failures and failures at ICT third-party providers. Resolution often requires several functions working under clear coordination: IT operations, information security, business owners, service management, third-party management, communications, legal and compliance.
Recommendation 1. Build the ICT incident process on established security-incident and operational-response structures. Define an incident lead, decision rights, deputies, escalation routes and a shared record. Make the hand-offs to continuity management and third-party management explicit.
At the first alert, the full extent of an outage or security event may be unclear. The process must allow rapid provisional decisions and later reassessment as evidence improves.
4.2 From event to incident
Events can be detected in service management, monitoring, vulnerability management, cyber-threat analysis, physical security, business teams or reports from ICT providers. These routes feed a common triage stage. A suspected event is assessed against the incident definition; a confirmed incident enters the incident-management process and is then assessed for major-incident classification. The bank should record the reason for a decision at every stage.
The labels “potential” and “confirmed” below help organise this workflow. They must not be used to delay recognition, logging or escalation of an incident that already meets the DORA definition.
4.2.1 Upstream detection and hand-off
Vulnerability management identifies weaknesses in hardware, software, configurations and controls. If investigation shows that a weakness has been exploited, route the event for incident assessment. Cyber-threat monitoring and operational security controls may likewise identify suspicious activity or evidence of compromise.
Service-management teams receive reports of outages and degraded services, classify them provisionally and escalate suspected incidents. For events at a provider, the service owner or third-party management function should obtain timely facts, evaluate the bank’s own impact and hand off the case. A provider’s conclusion does not replace the bank’s assessment. Loss of a device, access credential or physical access medium also requires escalation where misuse or compromise is suspected.
Recommendation 2. Train staff in service management, security operations, vulnerability management, third-party oversight and physical security to recognise potential incidents. Give them clear triggers, contact points and a route for urgent escalation outside office hours.
4.2.2 Potential incidents
An initial triage can ask whether the event may disclose, alter or make data unreliable; prevent customer-facing services; or prevent an essential internal function from operating. Consider availability, authenticity, integrity and confidentiality, as well as payment services where relevant. An affirmative answer calls for prompt specialist assessment. A negative answer should be documented and revisited if new facts emerge.
Recommendation 3. Set clear triage rules based on these questions and embed them in a checklist or existing ticket workflow. Preserve the evidence and reasoning so another reviewer can reconstruct the decision. The checklist is an escalation aid, not an additional legal threshold for recognising incidents.
4.2.3 Confirmed incidents
The incident team validates the facts against DORA Article 3(8), coordinates the response, maintains a single incident record and evaluates reporting duties. For a payment-related event, it also checks Articles 3(9) and 23. Its record should show the event timeline, affected assets and services, data or payment impact, cause and uncertainty, containment and recovery actions, owners, communications and classification decisions.
The six impact dimensions in Section 4.3 are useful for prioritisation and for the later major-incident test: clients and transactions; reputation; duration and downtime; geographical spread; data losses; and economic impact. They are not a condition for calling an event an ICT-related incident. In particular, avoid screening out a security compromise solely because its immediate commercial impact appears small. Reassess as the incident evolves.
Under Article 17, the response should identify and track incidents, determine causes where possible, assign responsibilities, activate relevant response arrangements, communicate with internal and external parties as appropriate, and inform senior management of major incidents and their impact, response and additional controls.
Recommendation 4. Establish an institution-specific incident workflow with documented classification, response, escalation and review. Make the incident team accountable for reassessment whenever new facts change the impact or the likelihood of a reporting threshold being met.
4.2.4 Major incidents
Commission Delegated Regulation (EU) 2024/1772, Articles 6, 8 and 9, provides a two-stage test. First assess whether the incident affects a “critical service” as defined in Article 6: ICT services or systems supporting a critical or important function; financial services requiring authorisation, registration or supervision; or a successful malicious and unauthorised access to systems supporting a critical or important function. Then apply Article 8: the incident is major if the data-loss condition in Article 9(5)(b) is met, or if at least two of the other materiality thresholds in Article 9(1)–(6) are met.
Assess the bank’s own impact even when the event originates with a third party, whether or not that provider has a direct contract with the bank. An incident at a market infrastructure may affect a bank’s critical service, but the effect has to be established rather than assumed. Review the ICT risk-management framework following a major ICT-related incident as required by DORA Article 6(5); this particular provision refers to major ICT-related incidents.
Decision sequence. Confirm an incident → determine whether an Article 6 critical service is affected → check Article 9(5)(b) → if that condition is not met, check whether at least two of the remaining six Article 9 thresholds are met → record the major/non-major conclusion and reassess as facts change. The six thresholds include the data-loss criterion; the exceptional Article 9(5)(b) route should not be counted a second time.
4.2.5 Financial services requiring authorisation registration or supervision
Article 6(b) includes an affected financial service that requires authorisation or registration, or is supervised by a competent authority. Payment services deserve particular attention, but Article 6(b) should be evaluated against the bank’s actual regulated services and licensing perimeter. It overlaps with Article 6(a): a payment service can also be a critical or important function.
For orientation, Annex I to the EU Payment Services Directive lists eight categories: placing cash on a payment account; withdrawing cash; executing payment transactions; executing transactions covered by a credit line; issuing payment instruments and acquiring transactions; money remittance; payment initiation; and account information. A disruption in any category needs a factual assessment of the affected service and of Article 6 and Article 9. A single failed ATM, a widespread ATM outage, blocked payments and unavailable account information may have very different effects. No category should be marked automatically reportable or automatically exempt on the basis of its name alone.
Recommendation 5. Maintain an inventory that links critical or important functions and regulated financial services to their supporting systems, providers and owners. Use it as the starting point for the Article 6 assessment, and add other relevant services where the bank’s business model and supervisory interpretation require it.
4.3 The six materiality thresholds
Article 9 of Delegated Regulation (EU) 2024/1772 sets six thresholds. Article 8 determines how they combine with the critical-service condition. Capture enough evidence to calculate each threshold, including a reasoned estimate when exact figures are unavailable. The following interpretations are practical guidance, not substitutes for the wording of the regulation.
4.3.1 Recurring incidents
Non-major incidents occurring at least twice in six months, with the same apparent root cause, can collectively become one major incident if together they meet the Article 8(1) test. The bank must check for such recurrence monthly, subject to the exceptions for microenterprises and the entities listed in DORA Article 16(1). Keep records of non-major incidents in a form that supports root-cause matching, aggregation and an audit trail. Avoid counting the same incidents again after they have been reported as a collective major incident.
Some measures, such as monetary losses or transaction values, can be combined across related incidents. Counts of affected clients need care: the same client may appear in several incidents, so a simple sum can overstate the unique number. Where unique counts cannot be established, document the estimate and its assumptions. Qualitative factors such as reputational harm should be evaluated across the sequence, not mechanically added. For example, two related outages affecting 6% of clients each do not necessarily affect 12% of distinct clients.
4.3.2 Clients financial counterparts and transactions
Article 9(1), read with Article 1, is met if affected clients exceed 10% of clients using the affected service, or exceed 100,000; affected financial counterparts exceed 30% of those carrying out activities related to that service; the number of affected transactions exceeds 10% of the daily average for the service; the value of affected transactions exceeds 10% of the corresponding daily average; or clients or counterparts identified as particularly relevant under Article 1(3) are affected. The denominators and reference period matter. Use comparable periods when actual numbers or values must be estimated.
Identify financial counterparts consistently in the bank’s methodology. The source guide uses the EU EMIR definition as an interpretive reference, including credit institutions, investment firms, insurers, investment funds and pension funds. Check that this working interpretation is appropriate for the services in question; record any entity-specific scope decision. For recurring incidents, add transaction amounts where appropriate, but avoid double-counting affected people or counterparties. The relevance of particular clients or counterparties to business objectives or market efficiency is qualitative and is not simply summed.
4.3.3 Reputational impact
Article 9(2), read with Article 2, considers media coverage, repeated complaints from different clients or financial counterparts, the likely inability to meet regulatory requirements, and likely loss of clients or counterparts. The bank should define how it monitors credible and relevant media and how it identifies a meaningful pattern of complaints; do not ignore a significant effect just because the number of complaints is initially low. Record the basis for any forecast of regulatory non-compliance or client loss. Evaluate recurring incidents together for their overall reputational effect.
4.3.4 Duration and service downtime
Article 9(3), read with Article 3, is met where an incident lasts longer than 24 hours or the downtime of an ICT service supporting a critical or important function lasts longer than two hours. Incident duration and service downtime are different clocks: record the start, detection, partial service loss, restoration and resolution times. For recurring incidents, combine comparable durations or downtime only where the collective assessment calls for it, and document the method.
4.3.5 Geographical spread
Article 9(4), read with Article 4, is met where an incident has an impact in two or more EU Member States. Assess actual effects on clients and financial counterparts, branches or group entities, and market infrastructures or providers that serve financial entities in other Member States where information is available. A provider’s international footprint alone does not establish an impact in two states. A cyberattack may create a cross-border risk, but its technical cause alone does not prove the threshold. Likewise, an operational outage should not automatically be excluded. Record the countries and evidence of impact. This threshold is evaluated qualitatively for recurring incidents.
This threshold is specific to the EU framework. Financial entities outside DORA’s direct scope should not recast it as a national geographical threshold. The relevant question remains how DORA applies to the financial entity under review.
4.3.6 Data losses
Article 9(5), read with Article 5, covers an effect on data availability, authenticity, integrity or confidentiality that adversely affects, or will adversely affect, the bank’s business objectives or ability to meet regulatory requirements. It also covers successful malicious and unauthorised access to network and information systems that may result in data losses. The latter is the special Article 9(5)(b) condition referred to in Article 8(1)(a). Record the affected data, sensitivity, scope, duration, recoverability and evidence of unauthorised access. Data unavailability and service downtime can overlap factually; document both assessments against their own legal criteria without assuming that one automatically cancels the other. For recurring incidents, evaluate the sequence and any individual threshold breach.
4.3.7 Economic impact
Article 9(6) is met when costs and losses incurred or likely to be incurred due to the incident exceed EUR 100,000. Capture response, recovery, external assistance and other relevant cost categories consistently with the regulation. Revise estimates when invoices and loss figures become available. Costs of related recurring incidents can be combined for the collective assessment.
4.3.8 Summary and recurrence assessment
	Criterion
	DORA materiality test
	Practical assessment of recurrence

	Clients, counterparts and transactions
	More than 10% of affected-service clients; more than 100,000 clients; more than 30% of service counterparts; more than 10% of daily average transaction count or value; or particularly relevant clients/counterparts affected
	Combine comparable volumes or values; identify overlap in unique clients and counterparts; assess particular relevance separately.

	Reputational impact
	Conditions in Article 9(2), including media, repeated complaints, regulatory inability or likely client/counterpart loss
	Assess the sequence and evidence as a whole.

	Duration and downtime
	Incident longer than 24 hours, or downtime of a service supporting a critical or important function longer than two hours
	Keep reliable time records and document the combined assessment.

	Geographical spread
	Impact in at least two EU Member States
	Assess actual cross-border effects across the sequence.

	Data losses
	Data effects that harm business objectives or regulatory compliance under Article 9(5)(a), or the access/data-loss condition in Article 9(5)(b)
	Assess each event and the sequence; preserve evidence.

	Economic impact
	Costs and losses exceeding or likely to exceed EUR 100,000
	Combine relevant costs and losses without double-counting.



This table is a working aid. Apply the complete definitions, calculation rules and Article 8 combination test before concluding that an incident is major.
4.4 Reporting incidents
For entities subject to DORA, a major incident is reported to the competent authority through an initial notification, an intermediate report and a final report using the prescribed template. The initial notification is due as early as possible, within four hours after classification as major and no later than 24 hours after the entity became aware of the incident. If classification happens later than 24 hours after awareness, the special later-classification rule in Article 5 of Delegated Regulation (EU) 2025/301 applies. The intermediate report is due no later than 72 hours after the initial notification, including when the incident’s status has not changed. The final report is due no later than one month after the intermediate report or the latest updated intermediate report. Other updates may be required as the incident develops.
The first description should explain what happened, affected services, effects on clients and counterparties, current status and expected duration, suspected malicious activity, the bank’s current severity assessment, likely continuing effects and possible effects on other financial entities. Use estimates where verified figures are unavailable; later reports should refine them. The final report should cover the cause, remedial actions, costs and losses, and the validated impact as far as it can be established.
Reporting interfaces and national supervisory channels are jurisdiction-specific. A bank should maintain its own authority contacts, registration, template access, deputies and a tested out-of-hours submission procedure. The German portal and German outsourcing notices described in the source material are not part of this practical guide.
Recommendation 6. Use a structured incident record or workflow that can generate the required data for notification and subsequent reports. Test deadlines, hand-offs, access rights and evidence capture in an exercise, including a provider-origin incident.
4.5 Aggregated reporting
An ICT incident at one provider may affect several banks. Each bank still needs to assess its own impact and whether it classifies the incident as major. Under DORA Article 19(5) and Article 7 of Implementing Regulation (EU) 2025/302, a third party that has been entrusted with reporting may, where the prescribed conditions are met, submit one aggregated notification or report on behalf of affected financial entities. The arrangement must identify the entities covered, their classifications, a responsible submitter and the competent authority, and meet the regulation’s procedural requirements. Outsourcing submission does not transfer the financial entity’s responsibility for compliance.
Aggregated reporting is a particular EU mechanism, not an automatic consequence of a shared provider incident. Its availability and appropriate procedure must be checked with the relevant authority. The incident record should retain each bank’s impact and decision even when information is collected centrally.
Recommendation 7. Until an aggregated reporting arrangement is valid and operational, each bank should assess provider incidents and use its own applicable reporting route when required. If a shared submission is planned, agree in advance on mandates, data exchange, individual impact assessment and correction of the list of affected banks.
4.6 Annual costs and losses
DORA Article 11(10) requires financial entities within its scope, other than microenterprises, to provide an estimate of aggregate annual costs and losses caused by major ICT-related incidents to the competent authority on request. The European Supervisory Authorities’ Joint Guidelines under Article 11(11) provide the estimation method. Annual aggregation is distinct from recording the costs and losses of each major incident for its individual report.
The bank should maintain an incident-level cost record, identify owners for estimates and reconcile revised numbers before annual aggregation. Local reporting obligations for workshop participants need separate confirmation.
Recommendation 8. Make the calculation of estimated annual aggregate costs and losses repeatable and documented. Use the ESA methodology where DORA applies, and be ready to explain the basis of estimates and later revisions.
4.7 Cyber threats
A cyber threat may develop into an incident if a vulnerability is exploited. Evaluate threats through a separate cyber-threat process, with defined criteria for significance and a clear route into incident management when an actual event is detected. Under DORA, notification of a significant cyber threat is voluntary; its classification is distinct from reporting a major incident. Threat monitoring should therefore support early warning without treating a threat as an incident solely because it is serious.
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