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This annex provides a bank-neutral structure for planning, governing and documenting a risk-based testing programme. It can be used as the central programme register or as a controlled overview of linked test evidence.
Scope and use. This annex is a DORA-oriented working aid. It does not interpret or satisfy Albanian law and does not replace legal review or bank-specific adaptation to applicable law, competent authorities, the licensing perimeter and group arrangements.
Application condition. Before use, adapt the template fully to the bank’s functions, assets, applications, providers, risk methodology and approval arrangements. It is not a completed programme and is not legal advice.
1 Instructions for use
Capture all bank-relevant test objects, whether operated in-house, within a group or externally.
A row or reference counts as evidence only where scope, method, execution, result, findings and actions are reconstructable.
Document explicitly the annual coverage of ICT systems and applications supporting critical or important functions.
Explain fields that do not apply. Treat open assurance or coverage gaps as actions or risks.
The template may be transferred to a GRC, service, risk or test-management system if content, referential integrity and evidence are preserved.
2 Document control and approval
	Field
	Entry

	Programme ID
	[Unique identifier]

	Planning year / horizon
	[Year] / [Period]

	Version / status
	[Version] / draft, approved, superseded

	Programme owner
	[Name, role, function]

	Deputy
	[Name, role]

	Approving body
	[Role or committee]

	Approval date
	[Date]

	Last review / next review
	[Date] / [Date]

	Scope
	[Legal entities, locations, services, systems]

	Linked policies and registers
	[References]



3 Governance and roles
	Role
	Assigned to
	Task / decision

	Programme owner
	[complete]
	[Overall plan, completeness, reporting, escalation]

	Information security
	[complete]
	[Method, security requirements, specialist assessment]

	ICT risk management / control function
	[complete]
	[Oversight, challenge, residual risk]

	System and application ownership
	[complete]
	[Scope, resources, remediation, evidence]

	Business and function ownership
	[complete]
	[Impact, criticality, acceptance]

	Third-party management / procurement
	[complete]
	[Provider evidence, participation, contractual rights]

	Testers / test teams
	[complete]
	[Planning, execution, result, information protection]

	Internal audit
	[complete]
	[Independent assurance; no operational testing ownership]



4 Programme inputs and data sources
	Input
	Responsible source
	Date / coverage / open gap

	Critical or important functions and business services
	[Register / owner]
	[Date / assessment]

	ICT asset and application inventory
	[System / owner]
	[Date / completeness]

	BIA and continuity requirements
	[System / owner]
	[RTO, RPO, MTPD / gap]

	ICT risk assessment and threat landscape
	[Source]
	[Date / material risks]

	Change, project and migration portfolio
	[Source]
	[Material initiatives]

	Incidents, problems, vulnerabilities and audit findings
	[Source]
	[Trends / open issues]

	Register of information and provider / subcontractor data
	[Source]
	[Coverage / evidence gaps]

	Legacy and end-of-support technology
	[Source]
	[Systems / dates / compensating controls]



5 Risk-based prioritisation
The scale below is a working aid. The bank may use its existing risk methodology, but should be able to explain the choice and frequency of testing.
	Factor
	Low
	Medium
	High

	Function criticality
	No critical or important function
	Material internal support
	Critical or important function

	Data and integrity
	Low sensitivity
	Confidential or business-important data
	High sensitivity or regulatory data

	Exposure
	Isolated / limited attack surface
	Internal connectivity / limited remote access
	Internet-facing / privileged or complex access

	Change dynamics
	Stable / limited change
	Regular releases
	Migration, major change or new technology

	Operating model
	Simple in-house model
	Shared platform or group
	Complex supply chain / cloud / high dependency

	Incidents and findings
	No relevant trend
	Some medium findings
	Repeated, critical or overdue issues

	Substitutability / concentration
	Readily substitutable
	Limited alternatives
	Difficult to replace or concentrated



	Result field
	Entry

	Assessment method used
	[Description / reference]

	Thresholds for frequency and depth
	[Criteria]

	Approved exceptions or deviations
	[Rationale, decision-maker, validity]

	Event-driven update
	[Triggers and process]



6 Test objects and annual plan
Table A captures the object and risk link. Table B captures the specific plan. Link both through the test ID.
	Test ID
	Object / service
	Supported function
	Operating model / provider
	Risk priority

	[T-001]
	[System, application, process or location]
	[ID / name]
	[In-house / group / provider]
	[high / medium / low]

	[T-002]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-003]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-004]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-005]
	[complete]
	[complete]
	[complete]
	[complete]



	Test ID
	Method / objective
	Scope / environment
	Tester / independence
	Plan / status / evidence

	[T-001]
	[Method and objective]
	[Components, exclusions, test or production]
	[Party, competence, separation]
	[Date / status / reference]

	[T-002]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-003]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-004]
	[complete]
	[complete]
	[complete]
	[complete]

	[T-005]
	[complete]
	[complete]
	[complete]
	[complete]



7 Selection of testing methods
	Testing method
	Typical use
	Minimum evidence / reference

	Vulnerability assessment and scanning
	[Attack surface, configuration, patching]
	[Scope, scan profile, result, validation, retest]

	Open-source analysis
	[Public information and/or components]
	[Objective, sources, components, result]

	Network security assessment
	[Segmentation, firewall, remote access, monitoring]
	[Architecture, rules, sample, findings]

	Gap analysis
	[Requirements, standards, internal controls]
	[Target-current matrix, evidence, gaps, actions]

	Physical security review
	[Locations with ICT and information assets]
	[Inspection / report / certificate / scope]

	Questionnaire and software-based scanning
	[Self-assessment plus technical verification]
	[Questionnaire, scan, comparison, deviations]

	Source-code review
	[In-house or bespoke development, critical change]
	[Review, static analysis, findings]

	Scenario-based test
	[Cyber, provider, data or recovery scenario]
	[Scenario, participants, execution, result]

	Compatibility testing
	[Upgrade, migration, interface or platform change]
	[Cases, environments, acceptance]

	Performance testing
	[Load, stress, volume, endurance, scale]
	[Assumptions, measures, thresholds, result]

	End-to-end testing
	[Business service across systems and providers]
	[Trigger, outcome, data integrity, exceptions]

	Penetration testing
	[Controlled attack on defined targets]
	[Rules of engagement, report, action, retest]



8 External operation and provider evidence
	Service / provider
	Evidence
	Scope and period
	Bank assessment
	Gap / additional test

	[complete]
	[Report / certificate / test result]
	[Tenant, region, systems, date]
	[suitable / partial / unsuitable]
	[Action / due date]

	[complete]
	[complete]
	[complete]
	[complete]
	[complete]

	[complete]
	[complete]
	[complete]
	[complete]
	[complete]

	[complete]
	[complete]
	[complete]
	[complete]
	[complete]



9 Individual test record
	Field
	Entry

	Test ID / title
	[complete]

	Objective and risk link
	[complete]

	Object, scope and exclusions
	[complete]

	Method and test cases
	[complete]

	Environment / production approval
	[complete; reference approval and safeguards for production]

	Tester, competence and independence
	[complete]

	Test data and safeguards
	[complete]

	Planned / actual date
	[Date / date]

	Result and overall assessment
	[pass / partial / fail; rationale]

	Findings and severity
	[Reference to findings register]

	Abort, disruption or unexpected effect
	[complete / none]

	Result approval
	[Name / role / date]

	Retest required
	[yes / no; scope and date]

	Evidence location
	[Link / record number / repository]



10 Findings, actions and retesting
	Finding ID
	Test ID / description
	Severity / risk
	Action / owner
	Due / retest / status

	[F-001]
	[T-... / finding]
	[critical / high / medium / low]
	[Action / person]
	[Date / date / open]

	[F-002]
	[complete]
	[complete]
	[complete]
	[complete]

	[F-003]
	[complete]
	[complete]
	[complete]
	[complete]

	[F-004]
	[complete]
	[complete]
	[complete]
	[complete]



	Risk acceptance / exception
	Decision

	Finding / rationale
	[complete]

	Compensating controls
	[complete]

	Decision-maker / date
	[complete]

	Validity / review / escalation
	[complete]



11 Reporting and metrics
	Metric
	Definition / source
	Target / threshold
	Audience / frequency

	Annual coverage of critical or important systems
	[Definition]
	[Target]
	[Audience / cycle]

	Plan completion / overdue tests
	[Definition]
	[Threshold]
	[Audience / cycle]

	Open findings by severity and age
	[Definition]
	[Threshold]
	[Audience / cycle]

	Remediation and retest rate
	[Definition]
	[Target]
	[Audience / cycle]

	Coverage of externally operated services
	[Definition]
	[Target]
	[Audience / cycle]

	Recurring causes / trends
	[Method]
	[Escalation criterion]
	[Audience / cycle]



12 Annual review and approval
	Review area
	Result / change / action

	Completeness of scope and inventory links
	[complete]

	Compliance with annual coverage
	[complete]

	Suitability of methods, frequency and depth
	[complete]

	Tester independence and competence
	[complete]

	Provider coverage and assurance gaps
	[complete]

	Open, repeated or overdue findings
	[complete]

	Resource and budget needs
	[complete]

	Changes for the next planning period
	[complete]



13 Management summary and decision
	Field
	Entry

	Overall assessment of the testing programme
	[adequate / partly adequate / inadequate; rationale]

	Confirmation of annual coverage
	[critical or important systems complete / gaps below]

	Material uncovered risks or evidence gaps
	[complete]

	Approved residual risks and conditions
	[complete]

	Priorities, resources and budget for the next period
	[complete]

	Management decision and conditions
	[complete]



	Business approval
	ICT / security
	Risk-control function
	Overall approval

	[Name / role / date]
	[Name / role / date]
	[Name / role / date]
	[Name / role or committee / date]
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