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This annex provides a bank-neutral structure for documenting a service-specific exit plan. It supports preparation for a planned or accelerated provider change, insourcing, a group solution or another viable target option.
Scope and use. This annex is a DORA-oriented working aid. It does not interpret or satisfy Albanian law and does not replace legal review or bank-specific adaptation to applicable law, competent authorities, the licensing perimeter and group arrangements.
Application condition. Before use, the template must be tailored to the specific bank, contract, ICT service, supported function, supply chain and applicable law. It is not legal advice and does not replace risk assessment or business, technical and legal approval.
1 Instructions for use
Create one copy for each relevant contractual arrangement or clearly defined service bundle. Where several services are combined, preserve full traceability.
Complete every placeholder in square brackets or enter a reasoned “not applicable”.
Support statements on alternatives, timing and data portability with evidence. Record unresolved matters as actions or residual risks.
Link the plan to the contract file, register of information, BIA, ICT and data inventories, provider file, continuity plans and test evidence.
The template is not a fixed maximum. Add sections where the architecture, supply chain, data or group structure requires them.
2 Document control and approval
	Field
	Entry

	Plan ID
	[Unique identifier]

	Title / ICT service
	[Service name]

	Contract / service order
	[Contract number, date, reference]

	Direct ICT third-party provider
	[Legal entity, country, identifier]

	Plan owner / deputy
	[Name, role, contact]

	Version / status
	[Version; draft, approved, active, closed]

	Approval
	[Body or role, date]

	Last / next review
	[Date / date]

	Last / next test
	[Date, test type / date, test type]

	Linked records
	[Register ID, BIA, contract file, architecture, continuity plan, test evidence]



3 Scope and classification
	Field
	Entry

	Supported critical or important function
	[Function ID, name, owner]

	Importance of the service
	[Why is the service required for the function?]

	Users and affected entities
	[Bank, branches, group entities, internal/external users]

	Service and data locations
	[Countries/regions, data centres, cloud regions]

	Data processed
	[Data types, sensitivity, volume, retention]

	RTO / RPO / maximum tolerable outage
	[Objectives from the BIA and continuity arrangements]

	Other regulatory or contractual requirements
	[Licence, privacy, bank secrecy, retention, group standards]

	Reason for plan scope
	[Single plan or service bundle; included and excluded services]



4 Supply chain, dependencies and concentration
	Dependency
	Description / legal entity / location
	Effect on exit
	Evidence / open action

	Direct provider
	[complete]
	[complete]
	[complete]

	Material subcontractor
	[complete]
	[complete]
	[complete]

	Cloud, platform or data-centre service
	[complete]
	[complete]
	[complete]

	Network, identity, key or security service
	[complete]
	[complete]
	[complete]

	Proprietary technology, licence or data format
	[complete]
	[complete]
	[complete]

	Key personnel and knowledge
	[complete]
	[complete]
	[complete]

	Other common dependency / concentration
	[complete]
	[complete]
	[complete]



Overall substitutability and concentration assessment: [assessment, key obstacles, early-warning indicators and accepted residual risks].
5 Exit triggers and scenarios
	Scenario
	Activation criterion / threshold
	Decision authority and deadline
	First actions

	Planned provider change / contract expiry
	[complete]
	[complete]
	[complete]

	Persistent service deterioration
	[complete]
	[complete]
	[complete]

	Major ICT incident or security weakness
	[complete]
	[complete]
	[complete]

	Financial or operational provider distress
	[complete]
	[complete]
	[complete]

	Unexpected contract termination
	[complete]
	[complete]
	[complete]

	Unacceptable change of location, subcontractor or service
	[complete]
	[complete]
	[complete]

	Supervisory or legal requirement
	[complete]
	[complete]
	[complete]



6 Assessment of exit options
	Option
	Feasibility / prerequisites
	Time and cost
	Residual risk
	Rank

	Transfer to an alternative provider
	[complete]
	[complete]
	[complete]
	[1-5]

	Insourcing
	[complete]
	[complete]
	[complete]
	[1-5]

	Group or shared-service solution
	[complete]
	[complete]
	[complete]
	[1-5]

	Split / parallel supply
	[complete]
	[complete]
	[complete]
	[1-5]

	Redesign / orderly discontinuation
	[complete]
	[complete]
	[complete]
	[1-5]

	Other option
	[complete]
	[complete]
	[complete]
	[1-5]



Selected target option: [option and rationale].
Fallback option: [option, activation criterion and maximum duration].
Unavailable or unproven alternatives: [gap and action].
7 Contractual and legal prerequisites
	Review item
	Contractual basis / result
	Gap / action / deadline

	Ordinary and extraordinary termination rights
	[Clause / result]
	[complete]

	Mandatory transition period and continued service
	[Clause / duration / service level]
	[complete]

	Termination assistance and knowledge transfer
	[Services / owner / charges]
	[complete]

	Data access, export, return, retention and deletion
	[Formats / timing / evidence]
	[complete]

	Licences, documentation, configurations, source/object code
	[Rights and availability]
	[complete]

	Interfaces, certificates, keys and logs
	[Handover and revocation rules]
	[complete]

	Subcontractors and flow-down of obligations
	[Chain / cooperation / change rights]
	[complete]

	Audit, access and authority rights
	[Clause / practical usability]
	[complete]

	Exit charges, liability and payment terms
	[Clause / budget assumption]
	[complete]

	Applicable law, insolvency and enforceability
	[Assessment]
	[complete]



8 Data and technology migration
	Item
	Source / format / volume
	Target / transfer route
	Validation / acceptance
	Owner

	Operational data
	[complete]
	[complete]
	[complete]
	[complete]

	Historic data and archives
	[complete]
	[complete]
	[complete]
	[complete]

	Metadata, logs and evidence
	[complete]
	[complete]
	[complete]
	[complete]

	Configurations and parameters
	[complete]
	[complete]
	[complete]
	[complete]

	Interfaces and integrations
	[complete]
	[complete]
	[complete]
	[complete]

	Identities, entitlements, certificates and keys
	[complete]
	[complete]
	[complete]
	[complete]

	Backup and recovery data
	[complete]
	[complete]
	[complete]
	[complete]

	Documentation, test cases and operating knowledge
	[complete]
	[complete]
	[complete]
	[complete]



Acceptance criteria: [completeness, integrity, business reconciliation, security, performance, restart, fallback and secure deletion].
9 Transition plan
	Phase / work package
	Trigger / start
	Owner
	Dependencies
	Target date
	Deliverable / evidence

	1. Activation and stabilisation
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	2. Procurement / target environment
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	3. Data and system preparation
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	4. Migration / parallel operation
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	5. Acceptance and cutover
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	6. Decommissioning, deletion and closure
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]



Total duration and critical path: [complete].
Compatibility with termination and transition periods: [confirmed / gap and action].
10 Continuity, communications and regulatory interfaces
	Field
	Entry

	Immediate stabilising actions
	[Contingency, recovery, prioritisation, manual workarounds]

	Temporary contingency operation
	[Scope, maximum duration, risks, exit criterion]

	Fallback option
	[Trigger, owner, technical steps]

	Internal communications
	[Management, business teams, staff, crisis organisation]

	External communications
	[Clients, counterparties, media, providers, group entities]

	Competent authorities / other bodies
	[Reporting or coordination need, owner, channel]

	ICT incident-management interface
	[Incident ID, escalation, evidence preservation, reporting]

	BCM and recovery interface
	[Plan references, RTO/RPO, exercise evidence]



11 Resources, budget and procurement
	Field
	Entry

	Required internal roles and capacity
	[complete]

	Required external support
	[Advisory, migration, legal, forensic, staffing]

	Planned procurement route
	[Framework agreement, tender, emergency procurement, group solution]

	One-off exit cost
	[Estimate, source, approval]

	Parallel-run / transition cost
	[Estimate and maximum duration]

	Budget approval and funding source
	[complete]



12 Testing, review and actions
	Date / test type
	Scope and scenario
	Result / deviation
	Action / owner / deadline
	Evidence

	[Date / type]
	[complete]
	[complete]
	[complete]
	[Reference]

	[Date / type]
	[complete]
	[complete]
	[complete]
	[Reference]

	[Date / type]
	[complete]
	[complete]
	[complete]
	[Reference]



Trigger-based review caused by: [contract change / provider change / subcontractor / location / architecture / incident / test finding / other].
Next planned review and test: [date, scope, owner].
13 Open gaps and residual risks
	Gap / residual risk
	Impact
	Action
	Owner
	Deadline
	Acceptance / escalation

	[complete]
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	[complete]
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]

	[complete]
	[complete]
	[complete]
	[complete]
	[Date]
	[complete]



14 Final confirmation
	Business approval
	ICT / security
	Legal / contract
	Residual-risk acceptance
	Overall approval

	[Name / role / date]
	[Name / role / date]
	[Name / role / date]
	[Name / role or body / date]
	[Name / role or body / date]



Confirmation of executability: [Yes / no / subject to conditions; brief rationale]. Approval confirms review of assumptions, evidence and open actions; update the plan when new information or a material change arises.
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