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This annex supports banks when entering into new contracts for ICT services that, following a documented assessment, do not support a critical or important function or a material part of one. It contains a contract data sheet, an incorporation clause and a bank-neutral set of clauses addressing the general minimum requirements.
Scope and use. This annex is a DORA-oriented working aid. It does not interpret or satisfy Albanian law and does not replace legal review or bank-specific adaptation to applicable law, competent authorities, the licensing perimeter and group arrangements.
Condition for use. The model clauses are not a complete contract and are not legal advice. They may be used only after the bank has classified the service, completed the pre-contract risk and suitability assessment, and reviewed the governing law. Where a critical or important function is supported, or the classification is uncertain, an enhanced and individualised clause set is required.
1 Application notes
The clauses supplement a main agreement. Service scope, service levels, locations, price, liability and other commercial provisions must be fully set out in the main agreement or clearly identified schedules.
Complete or remove every placeholder in square brackets before use. Unselected alternatives should not remain in the executed document.
The bank should obtain legal review of incorporation, precedence, signing authority, electronic signature, governing law, jurisdiction, data protection, banking confidentiality and insolvency enforceability.
Keep the complete agreement, including this annex and every referenced document, in a version-controlled, dated, durable, downloadable and accessible format.
If the service later supports a critical or important function, review and remediate the contract promptly against the enhanced requirements.
Do not use. This annex is not designed for ICT services supporting critical or important functions or material parts thereof. In particular, it does not contain the complete enhanced audit, TLPT, mandatory transition and subcontracting provisions under Commission Delegated Regulation (EU) 2025/532.
2 Contract data sheet
	Field
	Entry

	Customer
	[Full legal name, legal form, address, registration details]

	Provider
	[Full legal name, legal form, address, registration details]

	Main agreement
	[Title, contract number, date]

	ICT service
	[Clear and complete description; reference to service schedule]

	Using entities
	[Local bank and any other group entities]

	Supported function(s)
	[Function/service; result of criticality assessment]

	Classification
	Assessed on [date] as not supporting a critical or important function. Owner: [role].

	Service locations
	[Countries/sufficiently specific regions]

	Data processing and storage
	[Countries/sufficiently specific regions; data types]

	Service levels
	[Schedule/section; metrics and reports]

	Subcontractors
	[Permitted/not permitted; list or process]

	Incident contacts
	[24/7 contact, escalation, secure communication channels]

	Governing law and dispute resolution
	[Governing law, courts/arbitration - legal review required]

	Order of precedence
	[Express order of contract documents]



3 Model incorporation and precedence clause
Legal review required. Adapt the following wording to the governing law and the amendment or incorporation mechanism in the main agreement.
“The Parties agree that this Annex [title and version] forms part of the Agreement [title, number, date]. Each schedule and reference document identified in this Annex forms part of the Agreement in the version attached at execution or otherwise unambiguously identified. In the event of conflict, the following order of precedence applies: [insert order]. Mandatory legal and regulatory requirements remain unaffected. Any amendment to this Annex shall comply with the form required under the Agreement and governing law and shall be approved by the authorised parties.”
4 Model clauses
The following clauses may be used as a separate schedule to the agreement. Adapt definitions, roles and references to the main agreement.
4.1 Definitions and scope
1. “Applicable DORA Requirements” means the requirements of Regulation (EU) 2022/2554 (DORA) and its supplementary EU legal acts to the extent that they apply directly to the Customer or are contractually adopted by the parties for the ICT Service concerned.
2. “ICT Services” means the digital and data services described in the Main Agreement and [Service Schedule]. The Parties record that, based on the Customer’s current assessment, the ICT Services do not support a critical or important function or a material part thereof. This statement is not a permanent or irrevocable classification.
4.2 Service scope and responsibility boundaries
1. The Provider shall deliver only the functions and ICT Services clearly and completely described in [Service Schedule]. The Schedule shall identify at least the service scope, interfaces, responsibilities, using entities, data types, operating hours, dependencies and excluded services.
2. The Provider remains responsible for proper performance where it uses approved subcontractors. Subcontracting does not reduce the Customer’s rights against the Provider.
4.3 Subcontractors
1. [Select one: The Provider may use subcontractors only with the Customer’s prior written approval. / The subcontractors listed in Schedule [X] are approved; any additional subcontractor or material change shall be notified at least [period] before implementation.]
2. The notice shall identify at least the subcontractor, service contribution, tier in the supply chain, service and data locations, and expected impact on security, continuity and supervisory rights. The Provider shall impose obligations on subcontractors to the extent necessary to meet its obligations under the Agreement and shall monitor their performance.
4.4 Service and data locations
1. The Provider and its subcontractors shall provide the ICT Services and process or store data only at the locations listed in [Location Schedule]. Locations shall be identified at least by country and, where needed for risk assessment, by region or operational site.
2. The Provider shall notify an intended change at least [period] before implementation. The notice shall describe the new location, affected service or data scope, and implications for law, data protection, confidentiality, security, continuity and supervisory access. Any statutory approval or objection rights remain unaffected.
4.5 Service levels and reporting
1. The service levels, including targets, measurement method, measurement period, reporting frequency, response and recovery time, and consequences of failure, are set out in [SLA Schedule]. Updates and revisions shall be version-controlled and take effect through the agreed change process.
2. The Provider shall provide agreed performance reports within [period] after the reporting period and notify the Customer without undue delay of any material failure. It shall explain cause, impact, interim control, permanent remediation and target dates.
4.6 Information security, confidentiality and data protection
1. The Provider shall maintain information-security standards appropriate to the nature, scale and risk of the ICT Services and implement the measures agreed in [Security Schedule]. It shall protect the availability, authenticity, integrity and confidentiality of information and data processed in connection with the service.
2. The Provider shall comply with applicable data-protection law, contractual confidentiality obligations and applicable banking or professional secrecy rules. Data-protection roles and any required processing or data-transfer agreement shall be defined separately.
3. The Provider shall notify the Customer without undue delay of material changes to its security architecture, certifications, control environment or threat exposure that may affect the service.
4.7 Data access, recovery, return and deletion
1. During the term and in the event of insolvency, resolution, discontinuation of business or termination, the Provider shall ensure the Customer can access, recover and receive the personal and non-personal data processed in connection with the ICT Services.
2. Format, scope, transfer channel, timing, responsibilities and any cost determined in advance shall be set out in [Data Return Schedule]. The format shall be easily accessible, documented and suitable for the agreed further processing.
3. After confirmed complete return, the Provider shall delete or anonymise remaining data in accordance with the Customer’s instructions and applicable retention duties and shall provide suitable confirmation.
4.8 ICT incidents and assistance
1. The Provider shall notify the contact in [Incident Schedule] without undue delay and no later than [period] after becoming aware of any actual or suspected ICT incident that affects or may affect the service or Customer data.
2. The initial notice shall include at least time, nature, affected service and data, known or potential impact, actions taken, contact person and next update time. The Provider shall provide continuing updates and a root-cause and remediation analysis after stabilisation.
3. The Provider shall support assessment, containment, recovery, evidence preservation, customer and authority communication, and regulatory reporting [at no additional charge / at the costs determined in advance in Schedule X]. Support shall be timely enough for the Customer to meet its deadlines.
4.9 Cooperation with authorities
The Provider shall cooperate fully in relation to the ICT Services with the competent supervisory and resolution authorities of the Customer and with persons appointed by them. It shall provide lawfully requested information and documentation promptly and shall not impede effective supervision of the Customer.
4.10 Training and awareness
At the Customer’s proportionate and risk-based request, the Provider shall participate in relevant ICT-security awareness programmes and digital operational resilience training. The Parties shall agree scope, participants, format, notice and any cost determined in advance.
4.11 Information, assurance and review
1. The Provider shall provide information, evidence and reports reasonably required by the Customer to assess performance, security, continuity, subcontractors and compliance with Applicable Resilience Requirements. This may include appropriate certificates, independent audit reports, service and incident reports, and remediation plans.
2. Where the evidence is insufficient or a justified trigger exists, the Provider shall permit a proportionate review by the Customer, a qualified third party appointed by it, or the competent authority. Legitimate interests of other customers and security requirements shall be respected but shall not make the review right ineffective.
4.12 Change and reassessment
1. Material changes to service scope, architecture, locations, data types, subcontractors, ownership, security controls or continuity arrangements shall be notified early through the agreed change process.
2. The Customer may reassess the classification. If the service begins to support a critical or important function or a material part thereof, the Parties shall promptly negotiate the required enhanced contractual provisions. Pending effective remediation, the Customer may require proportionate risk-mitigation measures.
4.13 Termination rights
In addition to other termination rights, the Customer may terminate the arrangement in whole or in part, subject to governing law and the agreed form, where:
the Provider materially breaches applicable law, supervisory requirements or material contractual obligations;
material changes or circumstances identified through monitoring materially impair proper performance or the risk profile;
evidenced material weaknesses in ICT risk management, particularly concerning availability, authenticity, integrity or confidentiality, are not remediated within the required time;
the competent authority can no longer supervise the Customer effectively because of the arrangement or requires termination;
a legally or contractually required approval for a material change is withheld, or the Provider implements the change despite a valid objection.
Where legally permissible and consistent with the protection objective, reasonable cure periods may be agreed. Immediate rights for irremediable or urgent supervisory cases remain unaffected.
4.14 Transition, termination and survival
For [period] and [at the cost determined in advance / at no additional cost], the Provider shall support orderly termination and transition to a replacement provider or an in-house solution. Support shall include data export, documentation, knowledge transfer, open incidents and actions, return of Customer assets and secure deletion. Confidentiality, data protection, authority cooperation, data return and review rights shall survive to the extent needed for wind-down or legal duties.
4.15 Contract record and execution
This Annex, the Main Agreement and every referenced schedule form the complete contract record. The Parties shall retain a dated and durably accessible copy. Execution or other acceptance shall be by authorised representatives in the form permitted by the governing law and the Main Agreement. [Insert signature block or reference to the signature block of the Main Agreement.]
5 Pre-execution check
	Check area
	Completion criterion

	Classification
	Documented and approved; no critical or important function.

	Service
	Complete description; clear roles, interfaces and exclusions.

	Locations
	Countries/regions for service, processing and storage completed.

	SLA
	Measurable targets, reports, response and recovery agreed.

	Security and data
	Security schedule, data protection, confidentiality, return and deletion complete.

	Incidents
	24/7 contacts, timing, minimum information and cost agreed.

	Subcontractors
	Approved chain and change process defined.

	Authorities and review
	Cooperation and proportionate assurance/review rights secured.

	Termination and transition
	Triggers, timing, data and transition support agreed.

	Form and approval
	Precedence, legal review, signing authority and execution complete.



Legal basis
1. Regulation (EU) 2022/2554 (DORA): Articles 28 and 30(1)-(2). Official text
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